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Agenda

• Communications Planning Documents
• ICS217A – Communications Resource Availability Worksheet
• ICS205A – Incident Radio Communications Plan
• ICS204A – Assignment List

• Communications Networks
• Tabletop Exercise
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Communications Planning Documents
ICS 217A Communications Resource Availability Worksheet

Purpose. Identifies all the amateur radio repeaters, digipeaters, Winlink RMS 
Gateways, and simplex frequencies accessible and available for use by PinCo 
ACS during an activation event. 

Master list of all the communications resources that could potentially be used. 
It is not a list of the resources that will be used.

Individual worksheets for each RF band and function.

Information needed to establish and maintain communications using the 
identified repeaters, digipeaters, RMS gateways, and simplex frequencies.

Preparation. The ICS 217A is prepared by the PinCo ACS leadership team prior 
to any incident.

• 15   Pages
• 107 Entries

Distribution. The ICS 217A is published in Appendix F of the Pinellas County 
ACS Emergency Communications Plan and SOP. It is not part of the Incident 
Action Plan.

301/19/2023 RMS - Radio Message Server
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Communications Planning Documents
ICS 217A Communications Resource Availability Worksheet
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Communications Planning Documents
ICS 205 Incident Radio Communications Plan

Purpose. The Incident Radio Communications Plan (ICS 205) provides 
information on all radio frequency and trunked radio system talkgroup 
assignments defined for use during an operational period.

Master list of all the communications resources that will be used during the 
activation event.

Information needed to establish and maintain communications using the 
identified repeaters, digipeaters, RMS gateways, and simplex frequencies.

Preparation. The ICS 205 is prepared by the PinCo ACS Leadership Team during 
PinCo ACS Activation Level 2, using the information provided to PinCo ACS by 
PinCo Emergency Management.

Distribution. Each ICS 205 will be incorporated into the PinCo ACS Incident 
Action Plan. This plan will be emailed to all deployed ACS communication 
teams. If necessary, an updated ICS 205 can also be distributed via Winlink. The 
completed PinCo ACS IAP must be given to the PinCo ACS Admin Officer and a 
copy stored within WebEOC.

601/19/2023

Pinellas ACS will transition to level 2, Mobilize, upon receipt of the 
EOC Activation Notice or at the direction of the ACS RO.
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ICS 205 Incident Radio Communications Plan
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Communications Planning Documents
ICS 205 Incident Radio Communications Plan
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Communications Planning Documents
ICS 204 Assignment List

Purpose. The Assignment List (ICS 204) is a standard NIMS ICS form that is used by 
PinCo ACS to document the work assigned to each PinCo ACS communication team. It 
is also used to identify safety problems that the team should address during 
deployment and contains the information needed to establish and maintain RF 
communications with the PinCo EOC.

Preparation. The ICS 204 is prepared by the PinCo ACS Leadership Team during 
PinCo ACS Activation Level 2, using the information provided to PinCo ACS by PinCo 
Emergency Management.

Distribution. Each ICS 204 will be incorporated into the PinCo ACS Incident 
Action Plan. This plan will be emailed to all deployed ACS communication teams. 
If necessary, an updated ICS 204 can also be distributed via Winlink. The 
completed PinCo ACS IAP must be given to the PinCo ACS Admin Officer and a 
copy stored within WebEOC.

Communications Unit Lead:

Pinellas ACS Group Supervisor:

Pinellas ACS Unit Leader:

Group:   

Unit:    

Adapted for PACS

Form updated for Pinellas ACS
9



Communications Planning Documents
ICS 204 Assignment List – EOC Radio Room
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Communications Planning Documents
ICS 204 Assignment List – Evac Shelter Central County
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6 Entries



Communications Planning Documents
Documentation – Summary
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ICS 217A
VHF Repeater A
VHF Repeater B
VHF Repeater C
VHF Repeater D
UHF Repeater A
VHF Simplex Voice A
VHF Simplex Voice B
VHF Digital A
VHF Digital B
HF Simplex A
HF Simplex B
HF Simplex C

ICS 205

VHF Repeater A
VHF Repeater C
UHF Repeater A
VHF Simplex Voice A
VHF Simplex Voice B
VHF Digital B
HF Simplex A
HF Simplex C

ICS 204
Shelter Comms

VHF Repeater A
VHF Simplex Voice B
VHF Digital B

ICS 204
Critical Infra Comms

VHF Repeater A
VHF Simplex Voice A
VHF Digital B

ICS 204
EOC Radio Room

VHF Repeater A
VHF Repeater C
UHF Repeater A
VHF Simplex Voice A
VHF Simplex Voice B
VHF Digital B
HF Simplex A
HF Simplex C

All Possible 
Networks and 
Frequencies

Unit Specific 
Networks and 
Frequencies

Activation Unique 
Networks and 
Frequencies
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PinCo ACS Communications Networks
Communication Nets

• ACS Tactical-Resource Net
• ACS Traffic Net
• ARES® VHF Traffic Net
• Winlink Digital Data Net
• Statewide Amateur Radio Network (SARnet)
• Florida Statewide HF Emergency Net
• SHARES Coordination Net
• Hurricane Watch Net
• SKYWARN® Net
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PinCo ACS Communications Networks
Communication Channels

• Functional Requirements
• PinCo Tactical/Resource Management (Voice)
• SKYWARN® (Voice)
• Health and Welfare traffic – out of region (Voice)

• EOC Connectivity Requirements
• PinCo Evacuation Shelters (Voice and Data)
• PinCo Critical Infrastructure Sites (Voice and Data)

• Municipal EOCs, Hospitals, Fire Stations, etc.
• State of Florida EOC (Voice and Data)
• Regional EOCs (Voice and Data)
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Incident Communications Planning
Tabletop Exercise – Run Rules

• Team will be presented three incidents
• For each incident –

• Identify the communications channels required for each Incident
• For each, discuss why or why not required

• Assign primary and secondary (Back-up) communication resources to each 
comm channel

• If a required resource is not listed, then we can create it…

• No right or wrong answer

1712/21/2023



Tabletop Exercise
Incident 1 – Localized Emergency
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Incident Communications Planning
Localized Emergency

• Tornado – Strong EF-3
• Watch and Warning Issued before event
• Pinellas and Hillsborough Counties Impacted
• Localized Impact to services

• Cell service spotty at best in central Pinellas
• Land-line service Inoperative within impacted area
• Localized power outages

• Small number of PinCo Evacuation Shelters open

12/21/2023



Primary Voice

Secondary 
Voice

Local Resource Management

PinCo EOC – Critical Infra

PinCo EOC – ShelterPinCo EOC – State EOC

PinCo EOC – Regional EOCs

Health-Welfare

Primary Voice

Primary Data
Secondary 

VoiceSecondary Data

Primary Voice

Primary Data

Secondary 
Voice

Secondary Data

Primary Voice

Primary Data

Secondary 
Voice

Secondary Data

Primary Voice

Primary Data

Secondary 
Voice

Secondary Data

Primary Voice

Primary Data

Secondary 
Voice

Secondary Data

Primary Voice

SKYWARN®
Secondary 

Voice

COMMUNICATIONS RESOURCES

Incident Communications Planning
Localized Internet - Land Line - Cell Outage

VHF Repeater
W4ACS

UHF Repeater
SARnet

VHF Repeater
WA4AKH

VHF Repeater
WD4SCD

UHF Repeater
NI4CE

VHF/UHF 
Simplex

UHF Repeater
KN4GVY F-DARN

VHF RMS 
Winlink

HF RMS 
Winlink

HF Florida 
Emergency Net

SHARES 
Winlink

SHARES Coord 
Net

HF WCF ARES 
Net

Phone/Cell

Internet E-mail

HF Hybrid 
Winlink

WebEOC
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Tabletop Exercise
Incident 2 – Major Hurricane
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Incident Communications Planning
Regional Emergency

• Major Hurricane Landfall in Southern Pasco County
• Pinellas, Pasco, Hillsborough, and Manatee Counties 

• Internet Inoperative
• Cell service Inoperative
• Land-line service Inoperative
• Widespread Power Outages

• Numerous PinCo Evacuation Shelters Open
• PinCo Command Runners Deployed to several

Critical Infrastructure sites
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Primary Voice

Secondary 
Voice

Local Resource Management

PinCo EOC – Critical Infra

PinCo EOC – ShelterPinCo EOC – State EOC

PinCo EOC – Regional EOCs

Health-Welfare

Primary Voice

Primary Data
Secondary 

VoiceSecondary Data

Primary Voice

Primary Data

Secondary 
Voice

Secondary Data

Primary Voice

Primary Data

Secondary 
Voice

Secondary Data

Primary Voice

Primary Data

Secondary 
Voice

Secondary Data

Primary Voice

Primary Data

Secondary 
Voice

Secondary Data

Primary Voice

SKYWARN®
Secondary 

Voice

COMMUNICATIONS RESOURCES

Incident Communications Planning
Local/Regional Internet - Land Line - Cell Outage

VHF Repeater
W4ACS

UHF Repeater
SARnet

VHF Repeater
WA4AKH

VHF Repeater
WD4SCD

UHF Repeater
NI4CE

VHF/UHF 
Simplex

UHF Repeater
KN4GVY F-DARN

VHF RMS 
Winlink

HF RMS 
Winlink

HF Florida 
Emergency Net

SHARES 
Winlink

SHARES Coord 
Net

HF WCF ARES 
Net

Phone/Cell

Internet E-mail

HF Hybrid 
Winlink

WebEOC
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Tabletop Exercise
Incident 3 – Nationwide Cyber Attack
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Incident Communications Planning
Regional/National Emergency

• Nationwide Cyber Attack – August 
• Internet Inoperative - Nationwide
• Cell service Inoperative
• Land-line service unavailable in Florida
• Power grid inoperative in Texas and areas of Eastern US
• Numerous Shelters opened as cooling centers due to widespread power 

outages

12/21/2023
Power Outages



Primary Voice

Secondary 
Voice

Local Resource Management

PinCo EOC – Critical Infra

PinCo EOC – ShelterPinCo EOC – State EOC

PinCo EOC – Regional EOCs

Health-Welfare

Primary Voice

Primary Data
Secondary 

VoiceSecondary Data

Primary Voice

Primary Data

Secondary 
Voice

Secondary Data

Primary Voice

Primary Data

Secondary 
Voice

Secondary Data

Primary Voice

Primary Data

Secondary 
Voice

Secondary Data

Primary Voice

Primary Data

Secondary 
Voice

Secondary Data

Primary Voice

SKYWARN®
Secondary 

Voice

COMMUNICATIONS RESOURCES

Incident Communications Planning
National Internet - Land Line - Cell Outage

VHF Repeater
W4ACS

UHF Repeater
SARnet

VHF Repeater
WA4AKH

VHF Repeater
WD4SCD

UHF Repeater
NI4CE

VHF/UHF 
Simplex

UHF Repeater
KN4GVY F-DARN

VHF RMS 
Winlink

HF RMS 
Winlink

HF Florida 
Emergency Net

SHARES 
Winlink

SHARES Coord 
Net

HF WCF ARES 
Net

Phone/Cell

Internet E-mail

HF Hybrid 
Winlink

WebEOC

COMMUNICATIONS RESOURCES
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