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Introduction
Instructor

e Licensed since 1973
e Amateur Extra Class

* Army MARS
* 1973 -1975

* Navy MARS
e 1977 - 1985
* Adak Alaska, Augsburg West Germany, Pensacola FL

* University of Florida
* Retired — E-Systems/ECI| — Raytheon

» Systems Engineering — Communications, and Data Fusion Systems

* Training Officer — Pinellas ACS

12/16/2023 WAI1RYQ@ARRL.net .




Introduction
PinCo ACS Training Obijectives

e Support Pinellas ACS Mission

* Augment Government communications during times of emergency when
normal communication systems have sustained damaged, are being
overtaxed, or backup radio operators are required.

* Tropical Storms and Hurricanes
Non-Tropical Weather Events

Public Safety Communication Emergencies
Localized Emergencies

Regional / National Emergency

SIELE - SEF &
Hurricane Irma
12/16/2023



Introduction
Winlink Training Objectives

* Develop minimum skills needed for digital deployments using Winlink
* Set-up and configure a Winlink station

* Create, send, and receive messages using Winlink Standard Template Forms

* |Internet
e VHF/UHF radios

* Assumptions
* No previous Winlink experience is required.
 Computer with internet access

* Technician, General, Advanced, or Amateur Extra class Federal
Communication Commission (FCC) License.

12/16/2023 5



Introduction
Pinellas County ACS Winlink Training Plan

* Skills, Rationale, and Training Approach

* Five Winlink Skills Sets Defined
e Basic Winlink VHF/UHF Communication Skills
e Basic Winlink HF Communication Skills
* Deployment Ready VHF/UHF Communication Skills
* Deployment Ready HF Communication Skills
e Advanced HF/VHF/UHF Communication Skills

Pinellas County ACS Winlink .
Training Plan  Web Site References

023 Revision (B)

This document defines the minimum set of Winlink skills needed to support the

deployment of Pinellas County Auxiliary Communication Service (ACS) volunteers during .
TR * Located on PACS Website:
[]
Pinellas County ACS Winlink Training Plan © 2021, 2022, 2023 by Michael H Drakeis licensed under Attribution- e . . . . . « .
ool 0 e natonl. o copyof s i i il o https://WWW_pcacs_org/tra|n|ng/tra|n|ng_documents/w|n|mk-trammg/
Michael Draki

WWWWWW
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* Winlink Overview and Installation
* Winlink Express Operation

* Digital Communications
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Winlink Overview
Description

* E-mail program
 Download from the Winlink website (Winlink.org) - No Cost
* Requires a valid FCC license
e Users can exchange messages

* Registered Winlink users (example: WA1RYQ to W7WMS)

* Registered Winlink user to/from Internet addresses (Example: W7WMS to WA1RYQ@ARRL.net)

* Messages can be exchanged using any of the following connections

12/16/2023

* Internet
 VHF/UHF/HF Radio
 AREDN Mesh

» Satellite (Iridium)

A radio connection is not required to send or receive messages via Winlink

ARDEN - Amateur Radio Emergency Data Network

8


https://www.winlink.org/
mailto:WA1RYQ@ARRL.net

Winlink Overview
Description

* Reliability, Accuracy and Flexibility |

* High reliability (99.99% availability for 15 years) : Z;%_—F:;\é\;ar;ifiEr;(ressg':e;;funest
100% accurate message transmissions.
Radio connection bridge to Internet e-mail
Radio-only store and forward without Internet
* Peer-to-peer connections between radio end-users

* Interoperability: Connect different types of systems
* Bridge different radio capabilities (VHF/UHF/HF)
* Bridge protocols: Pactor, ARDOP, Packet, VARA FM, VARA HF

12/16/2023 ARDOP  —Amateur Radio Digital Open Protocol Source material: “Winlink email network” by Phil Sherrod, W4PHS 9



Winlink Overview
HF Stations Located Worldwide

Geographical
dispersion and
redundancy improves

reliability
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Winlink Overview
HF Stations Located in Florida

Geographical
dispersion and
redundancy improves
reliability
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Winlink Overview
Description

* Standard e-mail format with many features

—- Standard Templates (version 1.0.225.0)
- ARC Forms

e Standard NIMS ICS Forms embedded within program

* Binary file attachments (pictures, PDF, spreadsheets)

» Automatic message compression/decompression

~-1CS USA Forms

o . ICS201 Incident Briefing.txt

* Whitelist used to control SPAM e
1CS203 Organizational Assignment.txt

--1C5204 Assignment List.txt

1CS205 Radio Plan.txt
ICS205A Communications List.txt

* Automatic message logging and ICS report generation

--1C5210 Resource Status Change.txt
1CS213 General Message.txt
° ° --1C5213RR Resource Request Message.txt
* Stores messages for pickup at a later time
ICS214A Individual Activity Log.txt
--ICS215A Incident Safety Analysis.txt

ICS217A Communications Worksheet.txt
--1CS309 Communications Log.txt
i-- MAPPING-GIS FORMS
4 OR STATE Forms
i RADIOGRAM & RRI Forms
i SHARES Forms
i TX STATE Forms
i USGS
i WA STATE Forms
i WEATHER Forms

b Changelog.txt
Global Templates
~-WA1RYQ Templates

NIMS — National Incident Management System
12/16/2023 ICS  —Incident Command System Source material: “Winlink email network” by Phil Sherrod, W4PHS 12



Winlink Overview
Description

* Frequency agility
* Good operation at most power levels

* Not limited by station-to-station
propagation

12/16/2023

B8 HF Channel Selector X
Exit Select UpdateViaInternet Update ViaRadio Map Forecast SFI |AllRMS
. . . Path Path ~
Callsign Fm(z::;w Mode Sfun: e Hours = Group D'?:\:;m (S:;::Es) m E?‘tl-ilr:l;?e
N4SER 3595.000 V2300 EL87RH 0023 PUBLIC 40 158 ““
K4KPR 7101.200 V2300 EL87TQ 0023 PUBLIC 27 114 ““
N4SER 7103.700 V2300 EL87RH 0023 | PUBLIC 40 158 ““
K4KPR 10147.000 V2300 EL87TQ 0023 PUBLIC 27 114
K4KPR 14109.500 V2300 EL87TQ 0023 PUBLIC 27 114 “
AK4SK 10130.000 V500 EM60VL 10-07 PUBLIC 275 312
AK4SK 10146.850 V2300 EM60VL 10-07 PUBLIC 275 312 -
KX4Z 10147.000 V2300 EL8SRQ 0023 PUBLIC 128 007 “-
KX4Z 7103.500 V2300 EL8SRQ 0023 PUBLIC 128 007 “
WA4DIG 7082.500 V500 EL86XV 0023 PUBLIC 80 145 “
N4SER 10146.200 V2300 EL87RH 0023 PUBLIC 158 “
|m-
w4uc 10146.500 V2300 EM60IL 0023 PUBLIC 305
K4KPR 21091.200 V2300 EL87TQ 0023 PUBLIC 27 114
K4PAR-4 10144.600 V2300 EM83II 0023 PUBLIC 381 356 “
WM4RB 14096.500 V2750 EM75ME | 00-23 PUBLIC 523 346 “
AK4ZX 14110.500 V2300 EM75KA 0023  PUBLIC T - |~ B

Source material: “Winlink email network” by Phil Sherrod, W4PHS 13




Winlink Overview
Description — Position Reports

Reports from ACS Winlink Training

Detailed Information

— % = wa
?% Lake Greater Map v EW\TAMPA
% o Northdale TAMPA PALMS
2
Palm Harbor Citrus Park ; ]
Honeymoon University
Island 5]
S Westchase Busch Gardens
(589). Tampa Bay
G} V% Zosmar R
(5e0)
Dunedin et o Egypt
&D TCDW" IN Lake-Leto Del Rio 301
L1kt ountry
{15} &
Clearwater 20 Safety Harbor, Jocg (oS kEaOs_ I
Marine /Aguarium 5 Gl L ake-Orien
D e ® & ark
Clearwater. = YBOR:CITY.
(€0} WESTSHORE
Fore] Sef,
9 7 55,
{19} 0l T, @ Tampa n Expressing,
Belleair 6’& = SOUTH TAMPA
7 Palm
(D) Rwﬂ—clialr
Largo FAIR OAKS ks
Indian = Feather Sound MANHATTAN
Rocks Beach &s8) (565) MANTR s
(&88) (9 2 (o {a1} | Prodress
(ee8) L), (687) SUN BAY SOUTH village
Indian Shi A Gandy __F
Bardmoor g Gibsonton' @&
Seminole Pinellas Park
Redimgton -+
Shores Lealman {92}
T Adamsville
¥ kR @ o)
adeira Beacl @ T A
NORTHEAST,
o
Treasure: 633) Apollo Beach
island ) St. Petersburg P
{
Ifport &5
St Pete Beach Cillpe 7/ +
699, ‘_\ 2
[ £ Ruskin Sit
& @ POINT észh ¥ @ - g
Copyright © 2006-2021, Amateur Radio Safety Foundation, Inc. GD I Gulf City

Go gle  2807.27N/082.47.42W - [EL88OC] - [17R 324152 31 Y1878 verds Keyboard shortcuts | Map data ©2023 Google, INEGI | Skmi— | TermsofUse  Report a map error

12/16/2023

. susse s w
o Paisley 2 Lake Helen @3 -
Altoona i ) Map ~
Pine Lakes Srange City @ Tr— |
2 Villages Umatilla \ {.‘ 3
¥ 44)
1 , © Deitona AR
Seminole DeBar:
sod i Y Oak Hill
Fruitland Park Eustis @ State Forest il o i
% Bassville Park & : ) \
M {an O ja154
ST Rl e D G
Run Wildlife O) Scottsmoor Seasho
Management Lake Mary Flatwoods
: Okahumpka Area (@7 Geneva Sanctuary East
Zellwood = (o U-)
Lake Apopka / el L
) North'Shore Apapka (239)
I {27} (is) - Altamaonte Qviedo (3} " Mims
Senter Hill + (3 T Springs
oy . 414} CharlesH
. Popka Bronson :
(D) Wintar Park Wildlife Titusville
Mascotte Minneola :
Union Park [
Z Groveland ] N ‘Winter Garden Bithlo =) \3
o = : Christmas (@)
fe (429)
Loy (429)
nent (33) Windermere S et William
[ Horizon West LanEe s (520) Bera:g‘gH Port St John
Doctor Phillips (58] Tosoha !rchee
o Wildlife.
D) G
1528
Lake Hart
SW‘""_"“F Lake Buena Tt - Cos
Erness Vista " Hunters Creek — Cocoa Wet
senve;
=1 Four Corners o
Green Pond = {27} . (29 n 1
(27) (4z3) Kissimmee e Narcoossee |
A2k
117} Mangolia
(4] i St.Cloud Square Viera
(s2)
Polk City
crum d v =
Copyright © 20062921, Amateur Radio Safety FoundJALENRAT Poinciana

Gc’)"agle o 28-33.50N [ 081-27.11W - [ELIBGN] ~ [17R 455804 3160982]

Keyboand shortcuts  Map data ©2023 Google, INEG! | 10 km e Terms of Use  Report a map error

MGRS - Military Grid Reference System
UTM

14

— Universal Transvers Mercator Coordinate System




Winlink Overview
Description

* Weather and Information Bulletins

* Wide adoption by EmComm related agencies
 Amateur Radio Emergency Services (ARRL ARES)

Military Auxiliary Radio System (DOD/MARS)

Radio Amateur Civil Emergency Services (RACES)

National American Red Cross (ARC)

Southern Baptist Disaster Relief

e Salvation Army

e US Coast Guard

b 2y,
- - 1 ; W -

¢ S H A R ES | ‘a’aftzzéﬁ 52.67 - NOANSTAR . GOES-East EOOI.R Composite

* Many Federal, state and local government agencies, world-wide

12/16/2023 SHARES —SHAred RESources (SHARES) High Frequency (HF) Radio Program Source material: Amateur Radio Safety Foundation, Inc 15



Winlink Overview
System Architecture

CMS CMS

External E-mail

VHF RMS

e

ARDOP, VARA HF, Winlink Telnet Station
PACTOR

PACKET, ARDOP, VARA HF,
VARA FM
PACKET, VARA FM PACTOR

®

PACKET,
VARA FM

= vuu

®
Winlink Client Winlink Client Winlink Client
B -. ARDOP - Amateur Radio Digital Open Protocol

ARDOP, X
VARA HF, i
PACTOR

12/16/2023

CMS - Common Message Server

RMS - Radio Message Server 16
Winlink Client Telnet - Teletype Network (Wired Network)

Wlnllnk Client



Winlink Overview
System Architecture — Conventional Mode

CMS CMS

Common Message Server (CMS)

A 4

*  Winlink Email Server

*  Redundant Locations

*  Hosted by Amazon Web Services (AWS)

*  Realtime Backups between servers

*  Automatic switchover is primary Server fails

External E-mail

VHF RMS

PACKET, ARDOP, VARA HF,

VARA FM PACTOR Winlink Telnet Station

ARDOP, VARA HF,

PACKET, VARA FM
PACTOR

®) ®
\ - PACKET, \ ARDOP, \
N4l ’ "N v
i' VARA FM i. VARA HF, -i.
=0 -y PACTOR = -.W,ig
Winlink Client P Winlink Client Winlink Client
ARDOP - Amateur Radio Digital Open Protocol
CMS - Common Message Server
12/16/2023 RMS - Radio Message Server 17

Winlink Client Winlink Client Telnet - Teletype Network (Wired Network)



Winlink Overview
System Architecture — Conventional Mode

CMS CMS

External E-mail

Radio Message Server (RMS)

*  Gateway Station used to connect Winlink Radio
Clients with Winlink CMS via internet

e VHF/UHF and HF Stations —_—

* Can be configured as a standalone Hub during
internet failures

VHF RMS

PACKET, ARDOP, VARA HF, .. .
DACKET VARA FM VARA FM PACTOR ARDOP, VARA HF, Winlink Telnet Station
' PACTOR
®) ®
~ - PACKET, { : ARDOP, » —
i' VARA FM i. VARA HF, i.
g = PACTOR =

- . ® . .

Winlink Client ® Winlink Client Winlink Client

' - ARDOP - Amateur Radio Digital Open Protocol
e — ~m— 00 CMS - Common Message Server
12/16/2023 s RMS - Radio Message Server

Winlink Client Winlink Client Telnet - Teletype Network (Wired Network) 18



Winlink Overview
System Architecture — Conventional Mode

CMS

CMS

External E-mail

VHF RMS

PACKET,
VARA FM

ARDOP, VARA HF,

Winlink Telnet Station

Winlink Client

Individual Winlink User

Winlink Express Computer Program
Telnet

VHF/UHF — Packet, VARA FM

HF — ARDOP, VARA HF, Pactor

PACTOR ARDOP, VARA HF,

PACTOR

PACKET, VARA FM

12/16/2023

® ®
\ - PACKET, \ - ARDOP, ! PEN
— . VARA FM VARA HF, .
e — "'W"B PACTOR oo

. . B ® " .

Winlink Client @ Winlink Client Winlink Client

{ - =
i i' ARDOP - Amateur Radio Digital Open Protocol
e "'W"B o :;_B CMS - Common Message Server
— - RMS - Radio Message Server 19
Winlink Client Winlink Client Telnet - Teletype Network (Wired Network)



Winlink Operating Modes
Peer-to-Peer (P2P)

* Direct radio connection between two HF or VHF/UHF client stations

* The Internet is not used

* Only the two client stations are involved.

® — ®
o=k =

HF Winlink Station =i

HF Winlink Station

\_

pP2P

Q)
=9
paleel

VHF/UHF Winlink Station

== @
o=

VHF/UHF Winlink Station

)

Advantages
* Can operate independent of Internet and RMS

* Mixed mode nets possible on VHF/UHF (voice and
digital)

12/16/2023

Disadvantages
Connections are limited by RF propagation

Both stations must be on the air at the same time

Stations must use some other form of
communication to coordinate connections or have a

pre-established plan for frequency and time.
20



Winlink Operating Modes
Peer-to-Peer (P2P)

Digipeaters
Extend the range of Conventional or P2P VHF/UHF Exchanges

Winlink Supports exchanges through one or two digipeaters
VARA License required to use VARA Digipeater
No License required for Packet Digipeater

P2P via
Digipeater

VARA FM
Digipeater

VARA FM
Digipeater

4%F3

VHF Winlink Station

P2P via
Digipeater

p2p P2P via
Digipeater

VHF Winlink Station

P2P

p— ) ®
=Y T ) )
L= = rligy
VHF Winlink Station Pinellas County EOC VHF Winlink Station

(NCs)

12/16/2023 21



Winlink Operating Modes
Hybrid

» Wide-area, RF MESH network using HF forwarding Hybrid RMS CMS
* Radio-only Winlink Operation during internet outage @ .
* Uses standard Winlink client e-mail programs

* Supports standard e-mail with file attachments

» Satisfies DoDI requirement for radio-only operation PACTOR, PACTOR,
VARA HF VARA HF

* Currently providing nation-wide e-mail support for MARS,
SHARES and civil agencies

PACTOR,
VARA HF

PACTOR,

MPS-1 VARA HF, MPS-2
- ARDOP -

VHF/UHF Packet,
VARA FM

!

@

VHF/UHF Packet, |
VARA FM/I/ // Ll
)

o=1h S=nl G o o=k gunh G

Winlink Clients Winlink Clients

12/16/2023 SHARES - SHAred RESources (SHARES) High Frequency (HF) Radio Program 22
MARS  — Military Auxiliary Radio Service



Winlink Operating Modes
Hybrid

* RMS HF and RMS VHF/UHF stations that exchange @

messages (on behalf of others) between each other

using "radio", in addition to performing their normal . m
Winlink functions. m
* Each Hybrid RMS runs in normal Winlink Internet mode _

. - . . PACTOR, PACTOR,
and will switch automatically to radio-only network VARA HF VARA HF
mode during an internet outage to forward radio-only
messages.
* Message routing is dynamic and fully automatic.
_ PACTOR,
» Users can connect using Pactor, VARA, or Packet. VARA HF
* Pactor and VARA used for backbone links between each
Hybrid RMS
VHF/UHF Packet, PACTOR, VHF/UHF Packet,
VARA FM MPS.1 VARA HF, s 2 VARA FM
) ARDOP -
("]

o<1l e=h o

Winlink Clients Winlink Clients

12/16/2023 23



Winlink Operating Modes
Hybrid

Hybrid RMS

— H
L

Message Pickup Stations (MPS) PACTOR, PACTOR,

VARA HF VARA HF

* Hybrid RMS used to by client to receive messages
during an internet outage

e Each user can select up to 3 MPS to store
incoming messages ( Winlink Recommends that --\‘t
no more than 2 are selected)

PACTOR,
VARA HF

_J

(%D Hybrld RMS

PACTOR,
MPS-1 VARA HF, MPS-2
- ARDOP -
=

y o=l o=l

Winlink Client
Winlink Clients ninicien Winlink Clients

\E

VHF/UHF Packet,
VARA FM

VHF/UHF Packet,
VARA W

=1l @

12/16/2023 24



Winlink Operating Modes
Hybrid

Hybrid RMS .
<if;;E§§§i:i>

PACTOR, PACTOR,
VARA HF VARA HF
PACTOR,
Hybrid RMS = \ VARA HF
wes () ‘
.. . VHF/UHF Packet, PACTOR, VHF/UHF Packet,
Winlink Client VARA FM o VARA HF, > VARA FM
. o i ARDOP i
Individual Winlink User
[N

Winlink Express Computer Program NG

Y i1 ® o)
VHF/UHF — Packet, VARA FM “ﬁlé “ﬁlé (@) Bl s

HF — ARDOP, VARA HF, Pactor Winlink Client
Winlink Clients

Winlink Clients

12/16/2023 25
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Winlink Operating Modes
Hybrid Station Identification

RMS Map RMS List Cnx Map rop Map CMS Status Traffic RMS Ver. User Ver. Local

Robust Packet () @ VARA () VARAFM  Service Codsfs)lPusic  |[Reresn|hrjoston [Select] ~

~ti Fa WL

() Packet ( ) Pactor () RobustPacket () ARDOP @ vARA (O) VARAFM  Service Code(s)| PUBLIC

40M  30M  20M |15M 10M

@9 1 =
Dothan
My Account Tools News Positions User Programs Book of Knowledge Download Support o (x
Gateway Channel Information
Hybrid network participant — forwards traffic automatically via RF
: ?
Pensoacola Destin Callsign: N4AHCA
Panama Frequency: 7103.000 KHz
\.20range Beach City, Beach .
U, Gridsquare: EL87TX
anamaiCity Antenna: Omni
Operating Mode: VARA / VARA
Operating Hours: 00-23
S e I e Ct TO O I s Last Status Received: 2021-07-28 10:18 -04:00
Comments: Hillsbrough County EOC
o
4 7 ma 4] Melbgurne
Clearwatere o
% FLORIDA @
St. Petersburg @ oVero Beach
Sa(wta Port St. Lucie qﬁ
o
9
9 West Palm
Fort Myers BeSCh
° +
el Fort
Naples = —
Copyright © 2006-2021, Amateur Radio Safety Foundation, Inc. 3 175} LaUdgrdale
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'H' markers - Winlink Hybrid Network participants. They offer RF message forwarding if local internet links are not available.



Winlink Express Installation
Program Download

e Go to Winlink Web site and Download software

WIS

GloballisauIOIENIE K

My Account Tools News Positions User Programs Book of Knowledge Download Support

https://www.winlink.org/ downloads.winlink.org - /

8/28/2823 6:35 PM <dir> Sysop Programs
7/5/2823 1:80 PM <dir> User Programs

downloads.winlink.org - /User Programs/

[To Parent Directory]

6/3/2823 6:34 PM 626 Latest VARA Modem download site.rtf

6/3/20823 6:34 PM 1846835 Paclink_install 4-3-11-8.zip

6/3/2823 6:34 PM 1181 README_Software Install Instructions.txt

6/3/20823 6:33 PM 847697 RMS_Link Test _install 2-8-24-8.zip

6/3/2823 6:34 PM 12176 SCS PTC-ITTusb and end of PTC-TITusb ITpro ITex.pdf
7/5/2823 12:59 PM 49006834 |Winlink Express install 1-7-8-8.zip |:

12/16/2023 28



Winlink Express Installation
Program Download

12/16/2023

8 3D Objects

- DellPCBackup (GUISEONLYHOME)
[ Desktop

Documents

& Downloads
1 item

< | Extract stall_1-5-39-0zip — O x
Home  Share  View Compressed Folder Tools o
% Documents & Pictures iCloud Drive 'l
ACS Weekly Training Net ACS Winlink 20210720 56
link 20210721 20210715 B 1 1
U the D loaded Fil
nzip the Downloaded File
&« v : » This PC » Local Disk (C) » Users » mdrak » Downloads » Winlink Express_install_1-5-39-0.zip v O L Search Winlink_Express _instal...
~
~ Name Type Compressed size Password pr... = Size
S Quick access
B Desktop »* Winlink_Express_install.exe Application 21,760 KB No
¥ Downloads »
Documents *
&= Pictures »*
#iCloud Photos *
®/iCloud Drive *
20210720 wll
1 item
= nlink_Exp _1-5-39-0 - ! -
Home Share View e
* u do Cut X _L % New item ~ ig Open ~ BH Select all
W Copy path ¥ £ Easy access Edit 1 Select nene
Pinto Quick Copy Paste Move  Copy Delete Rename New Properties .
access [#] Pasteshortcut " o i > & History £ Invert selection
Clipboard Qrganize New Open Select
T » This PC » Downloads » Winlink_Express_install_1-5-39-0 v D P Search Winlink_Express_instal...
~ ~
22 Dropbox Name Date modified Type Size
.
» .- . . -
R u n th e fl Ie & OneDive > :E: Winlink_Express_install.exe 7/21/2021 821 AM Application 21,780 KB
& This PC

==
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Winlink Express Installation

* Warning Pop-up may be displayed

» Safe if file has been downloaded from Winlink.org
* Follow directions and install in default locations
e Recommend Desktop shortcut % winlink Express

User Account Control X

Do you want to allow this app from an

{ R u n Wi n | i n k unknown publisher to make changes to your

device?

Winlink_Express_install.exe

Publisher: Unknown
File origin: Downloaded from the Internet

Show more details

|.\‘ll"es No

Ny

12/16/2023 30



Account Set-up

Winlink Express Installation

Required Fields

My Callsign

My Password (Case Sensitive)
Password Recovery e-mail
My Grid Square

Service Codes

Optional Fields

Contact Information
Program Options
Registration Key

B wi

Call Signs

Contact Information (Optional)

My Callsign:] WAIRYQ My Password: l ---------- I
(Case sensttive)

Callsign suffix (optional): (Used for country code) Change password

Password recovery e-mail:l

(Non-Winlink e-mail address where lost password will be sent when requested)

Remove Callsign Request password be sent to recovery e-mail

Auxiliary Callsigns and Tactical Addresses

Add Entry
Remove Entry
Edit Entry
My Grd Square [ 18700 | Lat/Lon o Grd Sauare
Winlink Express registration key: I I
Service Codes
IPUBUCEMCOMM |

(Use PUBLIC for ham call signs. Separate muttiple service codes by spaces.)
If you change service codes, you must update the list of channels.

v

Click the Update Button

Update Cancel

Name: Michael H. Drake
Street address 1: 13708 75th Ave
Street address 2:
City: Seminole
State/Province: Florida
Country: USA
Postal code: 33776
Web Site URL (optional):

Phone number:

Non-Winlink e-mail:

Additional information (optional):

Recalculate HF path quality f SFI changes more than: | 30

Keeplogsfor 2 2| weeks. Keep deleted messagesfor 30 | days.

[ Display list of pending incoming messages prior to download

Wam about connections to stations holding messages

Allow diagnostic information to be sent to the Winlink Development Team
Automaticaly install fieldtest (beta) versions of Winlink Express

[ Automatically install updates without prompting

12/16/2023

Winlink Account must be created within the Winlink Program
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Winlink Express Installation
Registration

* Registration to your callsign is voluntary

* Supports Winlink system and all ARSFI projects
* Program will periodically display a registration e L
. W:ml!nk Express andlsupportfo_r !hg- ARS!= makes the
reminder screen. e e e Ao
* You can click a button to be reminded later and continue D O
use the program without registering. e fo o

Call Sign: WA1RYQ

* If you register your callsign (Approximately $24) e =
* You will receive a hexadecimal key linked to your call sign
* Enter key on the setup screen

* Once your registration key has been entered, the
registration reminder will not display.

ARSFI - Amateur Radio Safety Foundation Inc.
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Agenda

* Winlink Overview and Installation
* Winlink Express Operation
* Digital Communications
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Winlink Express Operation
Create and Send a Message via Telnet

New Message

Reply to Message

12/16/2023

Inbox (20 unread ~
Read ltems (72)
Outbox (0)

Sent ltems (56)
Saved ltems (0)
Deleted ltems (36)
Drafts (1)

Inbox

Personal Folders
2021-ARC-EXERCISE (9)

Global Folders

Contacts

o
BOB_HUGHES

BRIAN_D_WRIGHT

BRUCE_C_KREUTZER

CLAYTON_PARROTT

DAVE_BYRUM

DOUG_WILLIAMS

ED_MORGAN

GARRY

GERRY_POLLACK

JIM_WEDLAKE

JULIE_CHALHOUB

KEVIN_A_WALKER

LARRY_RUEGGER v

2021/07/21 11:42  G7P1GIUOCS03 SYSTEM SERVICE WAIRYQ

— O
WA1RYQ v | Settings Message  Attachments Move To: |Saved Items . Delete OpenSession: Talnet Winlink v Logs Help
o a6 TE X HS > e
e Session...
System Folders Date/Time v Message ID Size Source Sender Recipient Subject

INQUIRY - https://cdn.star.nesdis.noaa.gov/GOES16/ABI/SECTOR/cgl/GEOCOLOR/600x60

1} 2021/07/21 11:39 | 2LSKX311UN93 13523 | SYSTEM | SERVICE WAIRYQ INQUIRY - https://edn.star.nesdis.noaa.gov/GOES16/ABI/SECTOR/gm/GEOCOLOR/500x500
2021/07/21 11:39 | GAIXNBNU7YSI 2080 | SYSTEM | SERVICE WAIRYQ INQUIRY - http://www.celestrak.com/NORAD/elements/noaa.txt
é 2021/07/21 11:37 | 800J5JDAXNGES 1419 | SYSTEM | SERVICE WAIRYQ INQUIRY - hitps://tgftp.nws.noaa.gov/data/raw/fp/fpus62.kmfl.sft. mfl.txt

Message ID: GT7P1GIUOCSO03

Date: 2021/07/21 11:42

From: SERVICE

To: WALIRYQ

Source: SYSTEM

Downloaded-from: Telnet:cms.Winlink.org

Subject: INQUIRY - https://cdn.star.nesdis.noaa.gov/GOES16/ABI/SECTOR/cgl/GEOCOLOR/600x60

Resource URL: https://cdn.star.nesdis.noaa.gov/GOES16/ABI/SECTOR/cgl/GEOCOLOR/600x600. pg
Inquiry ID: GLCURIR.GIF
Attachment: €00x600.jpg

Note: The image file was very large as requested and has been altered to allow processing.

Thanks for using Winlink, an Amateur Radio Safety Foundation
sponsored project. For information about Winlink or to manage
your Winlink account please visit:

https://www.winlink.org

For information on how you can help support Winlink and other
Amateur Radio Safety Foundation projects please visit:
https://www.arsfi.org
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Winlink Express Operation
Create and Send a Message via Telnet

Once the message is complete,
Click the Post to Outbox Button

Post to Outbox

Select Template IC5213  Winlink Check-in  Field SitRep  Attachments  Spell Check  Savein Drafts  Close

From: WAIRYQ £ Send as: Winlink Message v Request message receipt | Set Defaults
}v KJ4RUS
ic WAIRYQ@ARRL.NET

Subje Testing my new Winlink Account
/é'

[ Enter a callsign or

internet Email Address Good Afternoon Clayton! Just testing my new Winlink Account. Please let me know if you receive this message.
f Thanks!
[ Enter a message Subject CAUTION
* Message content must conform to FCC
) Part 97 Rules!

[ SR eI ISE L * Message Content — No Privacy

*  Third Party Traffic
* Business Content
*  QObscene Content
* Encryption

12/16/2023 35



Winlink Express Operation
Create and Send a Message via Telnet

RYQ — | X

WAI1RYQ - Settings Message  Attachments  Move To: «| Logs  Help
DeBe AeFOE T o :
One Message in the Outbox No active session... Pactor Winlink
System Folders”” B Date/Time ~ Message ID sizRobust Packet Winlink Recipient Subject A
Inbox (9 unread) 2022/01/28 15:32  ABRJPRXW9Z9E by WATRYQ INQUIRY: WL2K_NEARBY
Read ltem —= Vara HF Winlink =
Outbox (1) | 2022/01/28 15:30 | LOSELCKCSD4Q Vara FM Winlink WAIRYQ Duplicate Position Report
ent ltems (20 S e
o o 0 | 2022/01/25 16:18 | G2X2QGGHO7GK | 1{lridium GO Winlink WAIRYQ MICHAEL, FL WL Net Report for 1/25/22 + No Name Change
. s ; . Deleted Items (205) =3 .50 |378797R504BU | 11T Ins - i _ . . v
Step 1_ Wlnllnk Sess|0n Type Drefis (3) |e| 2022/01/23 06:50 |328797R504BU 1 Packet P2P AA1AOQ... Call For Check-Ins - YCARES Winlink Net - Jan 23, 2022 - Session 191
Message ID: ABRJPRXWYZ9E A
“ H ” Pactor P2P
Date: 2022/01/28 15:32
Select “Telnet Winlink i Personal Folders From: SERVICE Robust Packet P2P
2021 9) ~ | |To: WAIRYQ Ardop P2P
Source: SYSTEM
F'Acg m::::t gg; Downloaded-from: RMS:KJ4RUS-10 Vara HF P2P
20105 PACS Winiink (26) Subject: INQUIRY: WL2K_NEARBY Vara FM P2P
e Telnet P2P
ﬁEQv%le::CtSJﬁlmng (1) . List of users nearby WALRYQ
o 3 q q nlink Ne Position: 27-50.44N 082-49.70W posted at: ™~~~ ~"~""T7TTTTTTTTTT
Ste 2- Open Wlnllnk SeSSI()n Global Folders (NOTE: All dates in UTC, distance in nauticdPactor Radio—only e great circle.)
v
\/ara HE Dadin.anh,

Winlink 2000 Nearby Mobile Users
(Cnly the latest report for each call within the past 10 days is listed.

CALL Dist(nm € DegT) POSITION REPORTED COMMENT
WALRYQ 0.0 @ 000 27-50.44N 082-49.70W 2022/01/28 15:28 Test of GPS Position Report capability.
Contacts NE3E 10.0 @ 107 27-47.44N 082-38.93W 2022/01/24 03:53
ARC SOUTHEAST RIBBEAN ~ | |W3ATR 31.0 @ 144  27-25.20N 082-29.40W 2022/01/19 18:27
BOB HUGHES WP4OH 71.0 @ 079  28-03.18N 081-30.61W 2022/01/27 03:30 PRDOGS kpddog@gmail.com
BRIAN D WRIGHT N4BUT 89.5 @ 057  28-38.29N 081-23.89W 2022/01/19 20:27
BRUCE C KREUTZER KA9ZRZ 98.0 @ 065 28-31.45N 081-08.71Ww 2022/01/27 19:12
CHRIST_INE E DUEZ AGOK 110.1 € 165 26-04.25N 082-17.04W 2022/01/27 00:42 QTH LOCATION WX 54f CLOUDY
== KO4RHC 192.5 @ 132 25-40.93N 080-10.16W 2022/01/24 13:38
CLAYTON_PARROTT KK4ZFT 285.6 @ 351  32-32.54N 083-41.11W 2022/01/22 21:44
DAVE_BYRUM WX4PCH 289.1 @ 349 32-34.44N 083-52.23W 2022/01/20 15:55 Posting position report for Peach County EOC. GPS not working in this building.
ED_MORGAN WY4X 289.4 @ 349  32-34.45N 083-54.00W 2022/01/23 15:46 .
GARRY_L_POTTS WV5Q 349.5 @ 299  30-30.27N 088-45.79W 2022/01/19 23:16 WV5Q DON VANCLEAVE JACKSON MS HF PACTOR 3
GERRY_POLLACK KC4WSK 361.3 @ 015 33-37.98N 080-54.64W 2022/01/22 13:02 I am here.
JIM_WEDLAKE AESMI 368.3 @ 297  30-30.31N 089-09.75W 2022/01/27 01:38
JULIE_CHALHOUB K4LLE 375.0 @ 011 33-57.70N 081-21.08W 2022/01/25 13:15 Vara FM P2P Digipeater Station on air most of the time. Gilbert SC 145.530 high
KEVIN_A_WALKER antenna 97'
LARRY RUEGGER v | |kaoFv 381.5 @ 348 34-03.17N 084-24.63W 2022/01/26 16:33
= WIGTT 387.3 @ 012 34-09.31N 081-15.59W 2022/01/27 02:12 "A diversity of modes is essential to an effective EMCOMM system"! b4
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Winlink Express Operation
Create and Send a Message via Telnet

Stop

Time to next Autoconnect = Disabled

::i Telnet Winlink Session

Exit | Settings Start Stop Timeto next Autoconnect = Disabled
**/Connecting to a CMS...
* Connected to CMS-SSL at 2021/07/21 17:09:08

[WL2K-5.0-B2FWIHJM$]
;PQ: 37367218
CMS>

12/16/2023

;FW: WATRYQ WCSARES-RY(Q[74932153
[RMS Express-1.5.39.0-B2FHM$]
:PR: 85678186
; WL2K DE WA1RYQ (EL870U)
FF
FQ

Step 3: Depress the Start

Button

*** — End of session at 2021/07/21 17:09:10 —
*** Messages sent: 0. Total bytes sent: 0, Time: 00:01, bytes/minute: 0

*** Disconnected at 2021/07/21 17:09:15

*** Messages Received: 0. Total bytes received: 0, Total session time: 00:01, bytes/minute: 0

Step 4: Depress the Exit

Button

Message has been Sent!
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Agenda

* Winlink Overview and Installation
* Winlink Express Operation
* Digital Communications
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Digital Communications
Functional Description

Computer Terminal Node | R .
. — < » SoundCard [e——> Transceiver
(Terminal) Controller

\ 4

Computer (Terminal)

* Data Input/Output Device
e Controls the operation of the TNC
e Winlink Application resides here
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Digital Communications
Functional Description

Computer Terminal Node
(Terminal) Controller

|

Sound Card <«  Transceiver

Terminal Node Controller

* Implements Communications Protocol

* Packet (AX.25), Pactor, ARDOP, VARA
* Formats data for transmission

* Headers, Compression, Encoding, etc.
* Decodes receive data

12/16/2023 ARDOP - Amateur Radio Digital Open Protocol 40



Digital Communications
Functional Description

Computer
(Terminal)

A

12/16/2023

Terminal Node
Controller

v

Sound Card

Transceiver

A
v

Sound Card

Converts Digital information from TNC into
Audio signal for transmission

Generates Transmitter keying signal for
Transceiver

Converts Audio data from Transceiver into
Digital Information for the TNC
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Digital Communications
Functional Description

Computer Terminal Node |
(Terminal) Controller

Sound Card <«  Transceiver

v

Transceiver

* Transmits the audio data received from
the sound card

* Receives data and sends audio to the
sound card
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Digital Communications
Functional Description — Development History

Kantronics Modem Transceiver

AX.25 Protocol

\ 4
A

Sound Card

APRS

PacketCommunicator 3 Plus

r Xmit Rev Con Sta Mail
 — R el [

* Dumb Terminal / Microcomputer
* Inputand display unit
* No application-based computing capability
* Command line control of TNC

* Terminal Node Controller
* Dedicated Hardware
* Manages all aspects of Packet data exchange
* Packet Assembler/Disassembler
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Digital Communications
Functional Description — Development History

Computer Kantronics Modem Transceiver
Application SW AX.25 Protocol
APRSIS32 ) g Sound Card
APRS
PacketCommunicator 3 Plus
WINLINK v = '
Pactor Modem Technolo
- SCS Pactor Modem gy
* Advanced Microprocessors and DSPs
PACTOR1,2,34 enable development of new high-
speed Communications protocols
> AX.25 Protocol Sound Card <

Computer Technology

* Improved Processing Power Supports new
Application Software APRS
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Digital Communications
Functional Description — Development History

Computer Transceiver
Application SW Virtual TNC'’s
< » Sound Card [e¢— —>
APRSIS32 Uz7HO
AX.25 Protocol
WINLINK — VARA HF A
VarAC VARA FM
Pactor Modem Technolo
- SCS Pactor Modem gy
* Proprietary to SCS
PACTOR1,2,3,4 * No Plans to implement Virtual TNC
* Expensive
" AX.25 Protocol Sound Card <
Computer Technology roroce
* Improved Processing Power Supports new
Application Software APRS

* Speed and performance now enable software to
take over TNC functions that previously required
dedicated hardware

e Virtual TNCs — Low or no cost to user
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Digital Communications
Implementation

Computer Transceiver
Application SW Virtual TNC'’s
< »| Sound Card [« —>
APRSIS32 UZ7HO
AX.25 Protocol

WINLINK — VARA HF Sound Card Implementation

* Internal — Imbedded with Transceiver
VarAC VARA FM * External — Transceiver Interface via Mic and Speaker

* External — Transceiver Data Port

Computer Technology
* Improved Processing Power Supports new
Application Software

* Speed and performance now enable software to
take over TNC functions that previously required
dedicated hardware

e Virtual TNCs — Low or no cost to user
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Digital Communications
Implementation — Internal Sound Card

Computer Transceiver
Application SW Virtual TNC'’s
< > Sound Card
APRSIS32 UZ7HO
AX.25 Protocol
R Internal Sound Card

WINLINK D VARA HF
*  Simple Implementation
* No Additional Hardware Required

VarAC VARA FM . . .

* Direct connection between computer and Transceiver
* Transmitter Push-to-Talk (PTT) via Computer Interface
* No reconfiguration required when switching between

digital and voice modes
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Digital Communications
Implementation — Internal Sound Card

Computer Transceiver
Application SW Virtual TNC'’s
< > Sound Card
APRSIS32 UZ7HO
AX.25 Protocol
R Internal Sound Card

WINLINK D VARA HF
*  Simple Implementation
* No Additional Hardware Required

VarAC VARA FM . . .

* Direct connection between computer and Transceiver
* Transmitter Push-to-Talk (PTT) via Computer Interface

* No reconfiguration required when switching between
digital and voice modes

Application SW

FLDIGI

Digital
Master 780

WSIT-X BPSK31, MT63, RTTY, Olivia,
Contestia, FT4, FT8, JT65, WSPR, etc.

12/16/2023 WSPR - Weak Signal Propagation Reporter 48



Digital Communications

Implementation — External Sound Cards

®  SignaLink™ usB

Tigertronics SignaLink™ USB

Transformer Isolation

Easy to Configure

Hardware and Radio Cable Less than $150
Connects to Radio Data Port or Mic/Speaker
Newer Design Support VARA Wide

12/16/2023

Many Options Available

A
HB afi@=__ ° LED3)
3 «g\:ﬁs &)

Masters Communications

* DRA Series (DRA-50 Shown)

* Purchased as a kit or prebuilt and tested

* Kit and Case $70; Assembled, Tested, with Case $100
* Wide Audio Range support VARA Wide

* HeartBeat monitor to prevent stuck PTT

* Best suited for connection to radio data port

Digirig Mobile

Hardware and Radio Cables — Approx $100

Connects to Radio Data Port or Mic/Speaker

Supports VARA Wide
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Digital Communications
Implementation — External — Mic and Speaker Connection

Computer SignaLinkTM usB Transceiver
Application Virtual CODEC External
SW TNC’s Speaker
/ / Output
< A/D \: '\g\ < =
o > USB External

A

\ 4

Interface Microphone
Input
D/A Hr1 X

External
Microphone
PTTI t
Micro- / npu
q N ) o N
»| controller » S >
Mic / Speaker Connection (vox)

* Straight Forward Implementation

* Disadvantage

* Cable reconfiguration required when ®  SignalLink” USB
transitioning between voice and digital vl s
modes. N & e 7 & = P SPKR  AUX MON E

* Support for VARA Narrow only T R ® Tigeroncs R soreunc swss ©

12/16/2023 CODEC - Coder/Decoder 50



Digital Communications
Implementation — External — Mic and Speaker Connection

Computer SignaLinkTM USB Transceiver
Application Virtual CODEC External
SW TNC’s Speaker
/7 / Output ——
< A/D \: '\g\ < < ; '.I‘
P sp Il‘
D P = USB e | [T
D "l Interface MiEch?r:EZlne Jir
\ Input miero
D/A / > Kg b
External
Microphone
Application SW | o 1o PTT Input ‘
»| controller > S >
FLDIGI (vox)
Digital
Master 780
WSIT-X SPKR  AUX MON é
@® Tigertronics
12/16/2023

FE signaLink SLUSB (]

CODEC - Coder/Decoder
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Digital Communications
Implementation — External — Radio Data Port

Data Port
sSQcC PR1
Computer Sound Modem (DRA-50) @/R@ Transceiver
PRQ@— —OPKS
- ) N
Application Virtual CODEC DE®/V\®PKD
SW TNC'’s 1200 bps
/ P Rx Data (PR1)
A/D A Kg * 9600 bps
<+> Rx Data (PR9)
< »| USB
Interface
1200 or 9600 bps
D/A _ Kg\ Tx Data (PKD)
PTT Si | (PKS
| icro- - el (PKS) ) Kenwood
. . "l controller o TM_D710GA
Radio Data Port Connection v 2] & @
* Straight Forward Implementation
* No Reconfiguration required when switching
between digital and voice modes
* Support for High-Speed VARA Wide Modes

12/16/2023 o S @ ANT @ PC 52
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Digital Communications
Functional Description — External Sound Card

Data Port
Sound Modem Kenwood TM-D710GA
(DRA'SO) SQC@/}ﬁi/\GD Pt Speaker Volume Control
Computer PRQ@—‘\\TI\../IJ/‘—@PKS
DE(@/\:/\(DPKD Kg\ P De-Emphasis Discriminator
Application CODEC 1200 bps CTCSS Filter
SW / ‘4 Rx Data (PR1)
< (O
A/D Kg 9600 bps
Rx Data (PR9)
< > | tUSfB 9600 bps Tx Data
nterface
\ \ 1200 or 9600 bps y
q Tx Data (PKD
Virtual P D/A P> %\ > xData (PKD) »| Switch Pre-Emphasis Switch Modulator
TNC’s / /
Micro- == PTT Signal (PKS) N
"] controller g \1 MPU MIC

A/D - Analog to Digital Converter D/A - Digital to Analog Converter
ALC - Automatic Level Control MPU - Microprocessor Unit
BPS - Bits per second PTT - Push to Talk

CODEC - Coder-Decode TNC - Terminal Control Unit
12/16/2023 CTCSS - Continuous Tone Coded Squelch Sys USB - Universal Serial Bus 53



Conclusion

 Questions
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Winlink Operating Frequencies
§ 97.221 Automatically controlled digital station

* A station may be automatically controlled while transmitting a RTTY or data
emission on the 6 m or shorter wavelength bands, and on the following

segments.
28.120-28.189 MHz 18.105-18.110 MHz, 10.140-10.150 MHz
24.925-24.930 MHz 14.0950-14.0995 MHz 7.100-7.105 MHz
21.090-21.100 MHz, 14.1005-14.112 MHz 3.585-3.600 MHz

* Except for channels specified in § 97.303(h), a station may be automatically
controlled while transmitting a RTTY or data emission on any other
frequency authorized for such emission types provided that:

. Thg station is responding to interrogation by a station under local or remote control;
an

* No transmission from the automatically controlled station occupies a bandwidth of
more than 500 Hz.
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