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FOREWORD

This document defines the minimum set of Winlink skills needed to support the deployment of
Pinellas County (PinCo) Auxiliary Communication Service (ACS) volunteers during an activation
exercise or emergency. The document provides detailed steps that should be followed during

training nets and exercises to demonstrate proficiency with each Winlink skill.

The completion of the training defined in this document does not by itself signify that an
individual is qualified to support an activation event. Readers should refer to the Pinellas
County ACS Emergency Communications Plan and Standard Operating Procedures document for

a complete set of training requirements.

Although this document describes the skills, rationale, and training approach that will be used
to qualify PinCo ACS Winlink operators, it does not provide the step-by-step information
needed to install and configure the applicable computer programs or a description of the steps

needed to perform the identified tasks.
The document is divided into six sections and five appendixes.

Section 1. Scope

Section 2. Applicable Documents

Section 3. General Description of Winlink Skills
Section 4. Detailed Description of Winlink Skills
Section 5. Winlink Training and Evaluation
Section 6. Bibliography

Appendix A - Acronyms, Abbreviations, and Definitions
Appendix B - Website References

Appendix C - Winlink Template-Based Messages
Appendix D - Winlink Training Nets

Appendix E - Winlink Training Score Card
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Comments, suggestions, or questions on this document should be addressed to Michael Drake,

WAI1RYQ, email: WALRYQ@arrl.net.

ARES® (Amateur Radio Emergency Service®) is a program of, and both logos are registered trademarks of the
American Radio Relay League, Incorporated.

APRS® is a software program and registered trademark of Bob Bruninga, WB4APR.

PACTOR® and P4dragon® are registered trademarks of the SCS GmbH & Co. KG.
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Plan and Standard Operating Procedures document and
the AUXC PTB in Section 2.1.

Added P4dragon DR-7X00 Installation Guide to

Section 2.2.

Replaced SHARES SpotRep-2 with Field Situation Report
everywhere in the document.

Deleted references to VARA Chat and its associated
skills from section 3.5.

Updated detailed Winlink Check-in message skills in
section 4.1.7.1.2 to align with updated message format.
Updated detailed Winlink Check-out message skills in
section 4.1.7.2.2 to align with updated message format.
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section 4.3.3.6.
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1 Score

This document defines the minimum set of Winlink skills needed to support the deployment of
Pinellas County (PinCo) Auxiliary Communication Service (ACS) volunteers during an activation
exercise or emergency. The document provides detailed steps that should be followed during

training nets and exercises to demonstrate proficiency with each Winlink skill.

2 APPLICABLE DOCUMENTS

2.1 RELATED DOCUMENTS

The Pinellas County ACS Winlink Training Plan was developed to support the communication

and training plans listed below.

a. ARES® Standardized Training Plan, Version 2.1.1

b. Florida ARRL® Tri-Section ARES® Standardized Training Plan Emergency
Communicator Individual Position Task Book; January 2020

c. Pinellas County ACS Emergency Communications Plan and Standard
Operating Procedures; Rev (C); September 2023

d. Position Task Book (PTB) for the Position of Auxiliary Communicator (AUXC),
Version 2.0; January 2022

e. West Central Florida Section ARES® Communications Plan, March 2011

2.2  WINLINK REFERENCE DOCUMENTS

Additional information about Winlink and its associated applications can be found in the

following documents.

a. Amateur Radio Digital Open Protocol (ARDOP) Windows Terminal Node

Controller (TNC) integrated Help documentation
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P4dragon DR-7X00 Installation Guide SCS Special Communications Systems;
Version 2.0; May 2020
Winlink Book of Knowledge (BOK)

Winlink Express Application integrated help documentation
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3  GENERAL DESCRIPTION OF WINLINK SKILLS

This section contains an overview of the skills needed to participate in PinCo ACS Winlink digital

training networks, exercises, and deployments. Five skill sets have been identified.

a. Basic Winlink VHF/UHF Communication Skills

b. Basic Winlink HF Communication Skills

c. Deployment Ready VHF/UHF Communication Skills
d. Deployment Ready HF Communication Skills

e. Advanced Winlink HF/VHF/UHF Communication Skills

3.1 BaAsic WINLINK VHF/UHF COMMUNICATION SKILLS

This section lists the basic skills that are needed to exchange messages using VHF/UHF Winlink.
The nets used to practice and demonstrate proficiency with this skill set may include Winlink
telnet, Winlink VHF, VHF voice, and on-line training meetings (Zoom, Microsoft (MS) Teams,

Google Meet, etc.).

3.1.1 Assumptions

a. No previous Winlink experience is required.
b. The Winlink operator must have a Technician, General, Advanced, or Amateur

Extra class Federal Communication Commission (FCC) License.

3.1.2  Skills

a. Install the software required to support VHF/UHF Winlink communications.
b. Configure a VHF/UHF Winlink station that supports Packet and VARA Frequency
Modulation (FM).

C. Send and receive messages via Telnet.
d. Send and receive messages via VHF/UHF Radio Message Server (RMS) stations.
e. Add contacts and a delivery group to the Winlink address book.
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f. Send and receive messages via VHF Peer-to-Peer (P2P) Radio Frequency (RF)
links.
g. Create, Send, and receive messages using Winlink Standard Template Forms.

(1) WINLINK CHECK-IN
(2)  WINLINK CHECK-OUT
(3)  RADIOGRAM

3.1.3 Optional Skills

The skills listed below may simplify or streamline operations; however, they are not required to

perform basic communication tasks.

a. Create message favorites

b. Establish message acknowledgement defaults
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3.2 Basic WINLINK HF COMMUNICATION SKILLS

This section lists the skills needed to exchange messages using HF Winlink. It builds upon the

basic VHF/UHF communication skills previously mastered.

PinCo ACS HF digital training nets, HF voice, VHF voice, and on-line training meetings (Zoom, MS
Teams, Google Meet, etc.) will be used to practice and demonstrate proficiency with each of

the identified skills.

3.2.1 Assumptions

a. The operator has demonstrated proficiency with basic Winlink VHF/UHF

Communication skills.

b. The Winlink operator must have a General, Advanced, or Amateur Extra class
FCC license.
3.2.2 Skills
a. Install the software required to support HF Winlink communications.

b. Configure an HF Winlink station that supports VARA HF and ARDOP.

C. Send and receive messages via HF RMS stations.

d. Send and receive VARA HF P2P messages using each VARA HF bandwidth setting.
(2) 500 Hz
(2) 2300 Hz
(3) 2750 Hz

3.2.3 Optional Skills

The skills listed below may simplify or streamline operations; however, they are not required to

perform basic communication tasks.

a. Create VARA HF P2P session favorites.
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3.3 DePLOYMENT READY VHF/UHF COMMUNICATION SKILLS

This section lists the additional skills needed to support the deployment of VHF/UHF Winlink
operators to remote locations within or outside Pinellas County. Operators may be deployed to
Served Agencies such as evacuation shelters, critical infrastructure sites, Non-Government

Agencies (NGOs), or other locations as required by PinCo Emergency Management.

NOTE: A remote location is defined as any location within or outside Pinellas County that does

not correspond to the user’s home address.

PinCo ACS VHF/UHF digital training nets, VHF voice, on-line training meetings (Zoom, MS
Teams, Google Meet, etc.), drills, and deployment exercises will be used to practice and

demonstrate proficiency with each of the identified skills.

3.3.1 Assumptions

a. The operator has demonstrated proficiency with basic Winlink VHF/UHF
communication skills.
b. The deployed Winlink operator must have a Technician, General, Advanced, or

Amateur Extra class FCC license.

3.3.2  Skills
a. Set-up a VHF Winlink station at a remote deployment site.
b. Create an event specific personal folder within Winlink.
C. Create, send, and receive messages using Incident Command System (ICS)

template forms.

(1) INCIDENT RADIO COMMUNICATIONS PLAN (ICS 205)
(2)  GENERAL MESSAGE (ICS 213)

(3)  GENERAL MESSAGE REPLY (ICS 213 Reply)

(4)  RESOURCE REQUEST MESSAGE (ICS 213RR)

(5)  ACTIVITY LOG (ICS 214)
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(6) COMMUNICATIONS RESOURCE AVAILABILITY WORKSHEET (ICS 217A)

(7) COMMUNICATIONS LOG (ICS 309)

Create and send messages using Priority and Immediate precedence.
Configure Winlink to annotate Priority, Inmediate, and Flash messages.
Send and receive messages using a tactical address.

Import Served Agency data into the Winlink computer.
(1) Add attachments to and remove attachments from Winlink messages.

Import, resize, send, and receive photographs.

Send an ICS Template-based message form as a Portable Document Format
(PDF) using Telnet.

Create and send messages using Mapping- Geographical Information System

(GIS) template forms.
(1) FIELD SITUATION REPORT Form

Graphically display event specific Mapping-GIS message data.
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3.4 DePLOYMENT READY HF COMMUNICATION SKILLS

This section lists the additional skills needed to support the deployment of VHF/UHF and HF

Winlink operators to remote locations within or outside of Pinellas County.

PinCo ACS HF digital training nets, HF Voice, VHF voice, on-line training meetings (Zoom, MS
Teams, Google Meet, etc.), drills, and deployment exercises will be used to practice and

demonstrate proficiency with each of the identified skills.

3.4.1 Assumptions

a. The operator has demonstrated proficiency with Deployment Ready VHF/UHF
communication skills.

b. The operator has demonstrated proficiency with basic Winlink HF
communication skills.

C. The deployed Winlink operator must have a General, Advanced, or Amateur

Extra class FCC license.

3.4.2  Skills

a. Set-up a Winlink station that supports VHF/UHF and HF communications at a

remote deployment site.

b. Send a Global Positioning System (GPS) position report.

C. Use Winlink to obtain local weather and Winlink station location data.
d. Send and receive messages using the radio-only hybrid network.

e. Send and receive messages using the VARA HF auto-connection feature.
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3.5 AbvANCED WINLINK HF/VHF/UHF COMMUNICATION SKILLS

This section lists the advanced set of Winlink skills needed to support the deployment and
operation of VHF/UHF digipeaters and the advanced networking protocols of PACTOR® and

Amateur Radio Emergency Data Network (AREDN™) mesh.

Although these capabilities are not part of the minimum Winlink skills required for deployment,
real world events may occur that require PinCo ACS to deploy and implement one or more of
these capabilities to close critical communication gaps. Therefore, users are encouraged to

become proficient in these skills.

3.5.1 Assumptions

a. The operator has demonstrated proficiency with the Deployment Ready
VHF/UHF and HF Communication Skill sets.

b. The Winlink operator must have a Technician, General, Advanced, or Amateur
Extra class FCC License to perform the digipeater and AREDN™ mesh skill sets.

c. The Winlink operator must have a General, Advanced, or Amateur Extra class

FCC License to perform the PACTOR® protocol skill set.

3.5.2  Skills

a. Configure a VHF/UHF station to operate as a Winlink digipeater.

(1) VARA FM Digipeater
(2) UZ7HO Packet FM Digipeater

b. Send Winlink messages to and receive messages from a VHF RMS via a Winlink

digipeater.

(1) VARA FM Digipeater
(2) UZ7HO Packet FM Digipeater
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Send and receive P2P Winlink messages through a Winlink digipeater.

(2) VARA FM Digipeater
(2) UZ7HO Packet FM Digipeater

Configure an HF Winlink station capable of supporting PACTOR® protocols.
Send and receive Winlink messages via HF PACTOR®,
Configure a Winlink AREDN™ mesh station.

Send and receive Winlink messages via AREDN™ mesh.

10
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4 DETAILED DESCRIPTION OF WINLINK SKILLS

This section contains a detailed description of the skills needed to participate in PinCo ACS

Winlink digital training networks, drills, exercises, and deployments.

4.1 Basic WINLINK VHF/UHF COMMUNICATION SKILLS — DETAILED DESCRIPTION

This section contains a detailed description of the skills needed to exchange messages using
VHF/UHF Winlink. The nets used to practice and demonstrate proficiency with this skill set may
include Winlink telnet, Winlink VHF, VHF voice, and on-line training meetings (Zoom, MS

Teams, Google Meet, etc.).

No previous Winlink experience is required. However, the operator must have a Technician,

General, Advanced, or Amateur Extra class FCC license.

4.1.1 Install the software required to support VHF/UHF Winlink

communications.

The computer applications identified in this section can be found at the websites listed below.

a. (Winlink Express) downloads.winlink.org/User%20Programs/
b. (UZ7HO) www.uz7.ho.ua/packetradio.htm
C. (VARA FM) www.rosmodem.wordpress.com/

4.1.1.1 Assumptions

The Winlink operator has access to the internet; a VHF/UHF amateur radio and antenna system;

and a computer capable of interfacing with the radio.

No previous Winlink experience is required.

4.1.1.2 Skills

a. Download and install the following applications onto the Winlink computer.

(1) Winlink Express
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(2) UZ7HO Sound-modem Software TNC (or Equivalent)
(a) This step can be skipped if the user is using a hardware TNC.

(3) VARAFM

4.1.2 Configure a VHF/UHF Winlink station that supports Packet and VARA FM.

This section describes the skills needed to connect the Winlink computer to a VHF/UHF
transceiver; configure the application software and transceiver settings; and adjust the system
receive and transmit audio gain levels for proper operation. Because a wide variety of radio and
sound card configurations exist, it is not practical to include detailed instructions for any
specific configuration. Users are encouraged to seek guidance from the web site references

documented in Appendix B.

Winlink Express can be configured to import National Marine Electronics Association
(NMEA) 0183 formatted GPS data through a serial COM port. Once configured, grid square
information can be automatically determined, and position data automatically entered into

many of Winlink’s templated messages.

4.1.2.1 Assumptions

The computer applications identified in paragraph 4.1.1 have been successfully installed.

4.1.2.2 Skills

a. Connect the Winlink computer to the VHF/UHF amateur radio. Connection can
be via a radio’s existing Universal Serial Bus (USB) interface (if available) or an
external sound card (e.g., SignaLink™, DRA Series, etc.).

b. Configure the Winlink Express application for Packet operation.

C. Configure UZ7HO Sound-modem application sound card, Push-to-Talk (PTT), and
modem setting.

d. Configure the Winlink Express application for VARA FM operation.
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e. Using the VARA FM application’s VARA setup menu, enter the users callsign and
configure the TNC for Narrow or Wide operation.

f. Configure the VARA FM application sound card and PTT settings.

g. Disable the Automatic Gain Control (AGC) setting on the Winlink computer’s
audio input (This control option may not be available on newer versions of
windows.)

h. Adjust the system’s (i.e., radio, sound card, computer) audio settings for proper
operation.

i [Optional] Connect a GPS receiver to the Winlink computer and configure

Winlink to import GPS position data via a serial COM port.

4.1.3 Send and receive messages via Telnet.

Winlink is designed so that operators can exchange messages without the use of a radio. There

is no limitation on the type of Winlink messages Telnet users can send and receive.

Figure 1 displays the topography of a Winlink network containing multiple Winlink Telnet users.
Each Telnet user is connected to the internet and can send and receive information from any

other Winlink participant.

13
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Figure 1. Telnet Communications

4.1.3.1 Assumptions

A working radio interface is not required to perform this task.

4.1.3.2 Skills
a. Compose, post, and send a Winlink message via telnet to another Winlink user.
Confirm that the message was received by the recipient.
b. Receive a Winlink message via telnet.

4.1.4 Send and receive messages via VHF/UHF RMS gateway stations.

Figure 2 displays a network topography with individual Winlink VHF stations within a local
enclave communicating with a VHF RMS. Within the remote enclave, the users could be

communicating with either a VHF or HF RMS.

This topography represents the default (conventional) configuration users should encounter on

a day-to-day basis when power, cell, and internet service is fully available.
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Figure 2. VHF RMS Gateway Communications

4.1.4.1 Assumptions
The Winlink computer, sound card, and radio have been properly configured. A VHF RMS
Gateway station is within RF range, is operational, and has internet access. All messages are

sent and received via RMS gateways.

4.1.4.2 Skills
a. Update the channel selection table for VHF Packet by using the internet.
b. Update the channel selection table for VHF Packet by using the radio.
c. Send and receive a message via a VHF RMS gateway using Packet. Confirm that
the message was received by the recipient.
d. Update the channel selection table for VARA FM.
e. Send and receive a message via a VHF RMS gateway using VARA FM. Confirm

that the message was received by the recipient.
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f. Use the VARA Ping command to determine the audio level (VU) and signal-to-

noise ratio (S/N) reported during a data exchange with the RMS gateway. Refer

to Figure 3 for an example of the VARA FM RF link quality report. The following

information is contained in the report.

(1)

(2)

The RMS Gateway’s signal strength and audio level as seen by the local
Winlink station.
The local Winlink station’s signal strength and audio level as seen by the

RMS Gateway station.

RMS Gateway’s Signal

Strength — Reported by
/ Local Winlink Station

Connect with: Vial: A&‘:

KJ4RUS-10 | |

VU:-19.dB
/

i)
SIN: +236
VU:-27dB

RMS Gateway’s Audio
Level — Reported by Local
Winlink Station

WA1TRYQ KJ4RUS-10

N

Local Winlink Station’s

/ Audio Level— Reported by

RMS Gateway

Local Winlink Station’s
Signal Strength — Reported
by RMS Gateway

Figure 3. VARA FM RF Link Quality Report

4.1.5 Add contacts and a delivery group to the Winlink address book.

The use of predefined contacts and groups will simplify the exchange of information within a

Winlink exchange.
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NOTE: Caution should be used when adding non-Winlink contacts (e.g., xxx@gmail.com) to the

address book. When a Winlink operator sends a message to a non-Winlink address, the
recipient’s email address is automatically added to the user’s Winlink whitelist. Each time a user
adds an internet email address to the user’s whitelist, the user grants Winlink permission to
accept email messages from the whitelisted address and deliver them to the user. Since Winlink
email content must conform to FCC Part 97 requirements, it is important that the user carefully

manage whitelist entries.

4.1.5.1 Assumptions
The operator can use either Telnet or VHF RMS exchanges (i.e., Packet or VARA FM) to

demonstrate this skill.

4.1.5.2 Skills

a. Add both Winlink and internet email contacts to the Winlink local address book.

NOTE: When adding internet email contacts to the address book, the display name should
always include the “@” symbol. This addition will allow the user to quickly identify internet
addresses and ensure that the PDF conversion feature (paragraph 4.3.9) of Winlink works

properly. Refer to Figure 4 for an example of a properly formatted internet email contact.

ol

Name: MIKE_DRAKE@ARRL
E-mail: WA1RYQ@ARRL.NET
Notes:

Mail Server: ' (none)

Figure 4. Creating Internet Email Contacts

b. Create a group address and add the group to the Winlink local address book. The

Group should include members of the PinCo ACS Winlink team.
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c. Use the information in the address book to send messages to each listed contact.
Confirm that each contact received the message.

d. Use the information in the address book to send a message to a group address.

Confirm that each contact within the group received the message.

4.1.6 Send and receive messages via P2P VHF links.

In many of the deployment scenarios PinCo ACS is likely to encounter, the power grid, cell
service, and/or internet access are likely to fail. The VHF RMS gateways within the affected area
may not be configured to exchange local messages during an internet outage. To maintain
digital connectivity within the local area, Winlink users will need to exchange messages using a

P2P network protocol.

Figure 5 displays the topography of a P2P VHF network. There is no limit to the number of VHF
units that can participate in the network. Each VHF unit within the network can exchange

information with any other network participant within VHF range.

a . N
VHF P2P “.é

Q
W=

Local Enclave

\ Winlink Operators /

Figure 5. VHF P2P Communication

4.1.6.1 Assumptions

All Winlink stations within the local Enclave can maintain VHF/UHF simplex communications.
Neither a VHF RMS nor a VHF digipeater is available. Voice and digital communication take
place on the same frequency. All digital exchanges are coordinated by net control. Three or

more stations are needed within the P2P network to exercise this skill set.
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NOTE: The voice and digital frequencies used during an activation event will be assigned by the
PinCo ACS Leadership Team; documented in the ICS 205 and ICS 204s that are incorporated into
the PinCo ACS Incident Action Plan (IAP); and distributed to all ACS communication teams prior

to deployment.

4.1.6.2 Skills

a. Net Control

(1) Send messages to and receive messages from network participants.

(2) Forward messages received from one network participant to a second
network participant.

(3) Coordinate exchange of digital messages between two network

participants.
b. Network participant

(1) Send messages to and receive messages from net control.

(2) Send a message to and receive a message from a network participant
other than net control.

(3) Forward a message received from one network participant to a second

network participant.

4.1.7 Create, send, and receive messages using Winlink standard template

forms.

The Winlink development team has created a significant number of Hypertext Markup
Language (HTML) based templates that support both routine and emergency communication
environments. The objective of this skill set is to gain familiarity with Winlink template-based

messages.

19



Pinellas County ACS Winlink Training Plan
Rev (B)
31 October 2023

4.1.7.1 WINLINK CHECK-IN Form

During local Winlink nets, drills, exercises, and activation events, users will notify net control
that the Winlink station is operational and ready to exchange traffic by sending a Winlink

Check-in form. Refer to Figure C- 1 for an example of this form.

4.1.7.1.1 Assumptions

The user has access to GPS location data.

4.1.7.1.2 Skills

a. Create and send a Winlink Check-in template-based message to net control.

(2) Update the Message Title to include the name of the net that the
operator is supporting.

(2) Enter the following information into Block 1 (STATION):

(a) Date and time

(b) Message recipient’s FCC call sign (Net Control Station)

(c) Sending station’s FCC call sign.

(d) Station Contact — The name of the individual on site authorized to
send messages.

(e) Initials — The FCC Call sign of each radio operator on site.
(3) Enter the following information into Block 2 (SESSION):

(a) Type, service, band, and Winlink session.
(4) Enter the following Information into Bloc 3 (LOCATION):

(a) A description of the site location (e.g., Evacuation Shelter - Bauder
Elementary School)
(b) GPS Coordinates, Military Grid Reference System (MGRS), and

Grid information in the message.
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(5) In Block 4 (COMMENTS), document any limitations or issues that could

impact the operational readiness of the site.

4.1.7.2 WINLINK CHECK-OUT Form

At the conclusion of local Winlink nets, drills, exercises, and activation events, users will notify
net control that the Winlink Station is exiting the net and is no longer available to exchange

traffic. Refer to Figure C- 2 for an example of this form.

4.1.7.2.1 Assumptions

The user has access to GPS location data.

4.1.7.2.2 Skills

a. Create and send a Winlink Check-out template-based message to net control.

(2) Update the Message Title to include the name of the net that the
operator is supporting.

(2) Enter the following information into Block 1 (STATION):

(a) Date and time

(b) Message recipient’s FCC call sign (Net Control Station)

(c) Sending station’s FCC call sign.

(d) Station Contact — The name of the individual on site authorized to
send messages.

(e) Initials — The FCC Call sign of each radio operator on site.
(3) Enter the following information into Block 2 (SESSION):

(a) Type, service, band, and Winlink session.
(4) Enter the following Information into Bloc 3 (LOCATION):

(a) A description of the site location (e.g., Evacuation Shelter - Bauder

Elementary School)
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(b) GPS Coordinates, Military Grid Reference System (MGRS), and

Grid information in the message.

(5) In Block 4 (COMMENTS), document any limitations or issues that could

impact the operational readiness of the site.

4.1.7.3 RADIOGRAM Form

The RADIOGRAM form embedded within Winlink conforms to the format specified by Radio
Relay International (RRI). Upon close examination, the contents of the form closely align with
those used by the American Radio Relay League (ARRL®) National Traffic System (NTS™). The
traffic system used to process the message, RRI or NTS™, is contingent only upon the identity of

the receiving station.

Radiograms can be a useful tool during any deployment when health and welfare information

needs to be sent from an impacted area. Refer to Figure C- 3 for an example of this form.

4.1.7.3.1 Assumptions

Users are familiar with the format and contents of a standard Radiogram.

4.1.7.3.2 Skills
a. Create and send a Winlink RADIOGRAM template-based message to net control.

The net control unit will forward the message to the appropriate RRI or NTS™

liaison.

(1) Address the message to an individual within the PinCo ACS Winlink

training team.

b. Confirm that the message was received by the intended recipient.

4.1.8 Create message favorites (Optional).

The Message Favorites capability enables the user to select and display up to four message

template buttons on the New Message window. Once enabled, users can select a favorite
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template directly from the new message window rather than scrolling through all the templates

available to find the desired form. Refer to Figure 6 for the location of the template favorites.

-
Postto Outbox  Select Template IIC5213 Winlink Check-in I Field SitRep  Attachments  Spell Check  Save in Drafts  Close
From: WAIRYQ v Send as: WinlinkWMessage v Request message receipt | Set Defaults
To:
e
Subject:
Attach

Favorite Message Templates
added to New Message window

Figure 6. Message Template Favorites

4.1.8.1.1 Assumptions

None

4.1.8.1.2 Skills
a. Use the “Set Favorite Templates...” option on the Message pull-down menu and
create one or more message template favorites.
b. Create a new message and confirm that the selected templates are displayed in
the New Message Screen Menu Bar.

C. Select each template and confirm that the correct template is displayed.

4.1.9 Establish message acknowledgement defaults (Optional).

Message Acknowledgements (receipts) can be a critical part of the documentation and audit
trail created during an exercise or activation period. Even though the user can manually request
a message receipt or send a receipt on a message-by-message basis, this manual process is

prone to error. A better approach would be to configure Winlink so that it automatically
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requests message receipts and automatically sends receipts upon request. Refer to Figure 7 for

the location of Message Acknowledgement Settings.

Message Reading Options
Viewing seconds before marking message read: |2
Automatically move read messages to Read ltems folder []
Message review before downloading / Message Acknowledgment
Display list of pending incoming messages prior to download SaEhngs

Message acknowledgement options

Default to requesting message receipts

Automatically send message receipts when requested
[] Automatically send message receipts for all messages
|:| lgnore message receipt requests on incoming messages

Message sending options
[] Automatically add contact entry for each destination address
[] Disallow editing or aktering messages you send
Include your location in message headers

Line wrapping

Wrap print lines after this many characters: 72

Distance Units

O km @® Mies

Update Cancel

Figure 7. Message Acknowledgement Settings

4.1.9.1 Assumptions

None
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4.1.9.2 Skills

a. Using the “Preferences...” option under settings, configure Winlink to
automatically request a message receipt and to automatically send a message
receipt upon request.

b. Create a new message and confirm that the “Request Message Receipt” box is
checked in the header of the new message.

C. In the body of the message, request that the recipient respond with a message
that also requests a message receipt. Send the message.

d. Upon receipt of a message requesting a message receipt, Read the message.

e. Confirm that Winlink has placed a message in the outbox addressed to the

requesting station.

NOTE: Winlink will not place a message receipt in the outbox until after the requesting message
has been selected for reading. The message receipt will be sent to the requesting station during

the next Winlink session.
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4.2 Basic WINLINK HF COMMUNICATION SKILLS — DETAILED DESCRIPTION

This section contains a detailed description of the skills needed to exchange messages using HF
Winlink. PinCo ACS HF digital training nets, HF voice, VHF voice, and on-line training meetings
(Zoom, MS Teams, Google Meet, etc.) will be used to practice and demonstrate proficiency with

each of the identified skills.

Prior to beginning work on this skill set, operators should demonstrate proficiency with basic
VHF/UHF Communications skills (Section 4.1) and have a General, Advanced, or Amateur Extra

class FCC license.

4.2.1 Install the software required to support HF Winlink communications.

The computer applications identified in this section can be found at the websites listed below.

a. (VARA HF) www.rosmodem.wordpress.com/

4.2.1.1 Assumptions

The Winlink operator has installed the computer programs identified in paragraph 4.1.1; has
access to the internet; an HF amateur radio and antenna system; and a computer capable of

interfacing with the radio.

4.2.1.2 Skills

a. Download and install the following program onto the Winlink Computer.

(1)  VARAHF

4.2.2 Configure an HF Winlink station that supports VARA HF and ARDOP.

This section describes the skills needed to connect the Winlink computer to an HF transceiver;
configure the application software and transceiver settings; and adjust the system receive and
transmit audio gain levels for proper operation. Because a wide variety of radio and sound card

configurations exist, it is not practical to include detailed instructions for any specific
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Users are encouraged to seek guidance from the Web site references

documented in Appendix B.

4.2.2.1 Assumptions

The computer applications identified in paragraph 4.1.1 have been installed and properly

configured. The computer application identified in paragraph 4.2.1 has been successfully

installed.

4.2.2.2 Skills

a.

Connect the Winlink computer to an HF amateur radio.

(2) Radio Control: Connection can be via a radio’s existing USB interface (if
available) or an auxiliary control jack.

(2) Transmit and Receive Audio: Connection can be via a radio’s existing USB

interface (if available) or an external sound card (e.g., SignaLink™, DRA

Series, etc.).

Configure the HF radio to communicate with Winlink.

Open a Winlink VARA HF session and configure the following session settings.

(1) VARA TNC Settings.
(2) VARA HF Winlink Radio Selection, Radio Control, and PTT settings.

Using the VARA HF application’s VARA setup menu, enter the user’s callsign.
Configure the VARA HF application sound card settings and transmitter drive
levels.

Close the VARA HF session.

Open an ARDOP Winlink session and configure the following session settings.

(1) ARDOP TNC Capture and Playback Device Settings.
(2) ARDOP Winlink Radio Selection, Radio Control, and PTT settings.
(3) ARDOP Session band width and drive level.
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h. Close the ARDOP Winlink session.

4.2.3 Send and receive messages via HF RMS gateway stations.

Figure 8 displays a network topography with individual Winlink HF stations communicating with

an HF RMS.

This topography represents the default configuration users should encounter on a day-to-day

basis when power, cell, and internet service is fully available at HF RMS sites.

cMS © W=

3 0 -
i External E-mail
SRR R

Internet "

|

© B

Winlink Telnet Station

HF

HF

- o \ HF - ®
dﬁﬂaé 0@5@
gﬁiaé 3%@ ﬁﬁéaé 3@5@

Figure 8. HF RMS Communications

4.2.3.1 Assumptions
HF RMS Gateway stations are operational and have internet access. All messages are sent and

received via HF RMS gateways.

4.2.3.2 Skills

a. Update the channel selection table for VARA HF.
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b. For each of the HF bands listed below, compose, send, and receive a Winlink

message via an HF RMS gateway using VARA HF. Confirm that the message was

received by the recipient.

(2) 80 Meters
(2) 40 Meters
(3) 30 Meters

C. Update the channel selection table for ARDOP HF.
d. Compose, send, and receive a Winlink message via an HF RMS gateway using

ARDOP HF. Confirm that the message was received by the recipient.

4.2.4 Send and receive VARA HF P2P messages using each VARA HF Bandwidth

Setting.
In many of the deployment scenarios PinCo ACS is likely to encounter, the power grid, cell
service, and/or internet access are likely to fail over a region spanning multiple counties. In

some cases, the internet outage could encompass a large area of the country.

To maintain digital connectivity with served agencies that are outside of VHF range, an HF P2P
bridge can be established between two regions (e.g., counties). Figure 9 displays a network
topography using an HF P2P bridge to exchange data between two enclaves that have no VHF

connectivity.

The VARA HF P2P capability supports three bandwidth settings: 500, 2300, and 2750 Hz. The
default setting is 2300 Hz. When operating in a noisy or crowded RF environment, users can
select the 500 Hz bandwidth setting to reduce adjacent signal interference and the impact of
noise on the Winlink session. If instead, the user is operating in a clear RF environment with
stations presenting a high signal to noise ratio, users can select the 2750 Hz bandwidth setting.
This higher bandwidth setting has the potential to enhance system performance by up to 20%

over the 2300 Hz setting.
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Figure 9. HF P2P Bridge Between two Enclaves

4.2.4.1 Assumptions

A communications plan has been previously established with defined voice and digital HF

frequencies. The exchange of digital traffic will be managed via an active voice network.

The Winlink user has access to an HF station with the following operational characteristics.

a. Transmitter filter setting of 100 to 2900 Hz.
b. Receiver filter setting of 0 to 3000 Hz.
C. A Near Vertical Incident Skywave (NVIS) antenna system.

NOTE: The voice and digital frequencies used during a deployment will be assigned by the PinCo
ACS Leadership Team; documented in the ICS 205 and ICS 204s that are incorporated into the
PinCo ACS Incident Action Plan (IAP); and distributed to all ACS communication teams prior to

deployment.

4.2.4.2 Skills

a. Net Control

(1) Coordinate the VARA HF P2P exchange of digital messages between two

network participants.
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b. Network participants

(2) Use the VARA HF Setup... menu to enable VARA to accept 500 Hz
connections. Refer to Figure 10 for setting location.

(2) For each of the VARA bandwidth settings listed below, compose, send,
and receive a VARA HF P2P Winlink message. Confirm that the message

was received by the recipient.

(a) 500 Hz
(b) 2300 Hz
(c) 2750 Hz

NOTE: The Winlink Settings - Vara TNC Setup menu is used to select the appropriate session
bandwidth for each message exchange. Refer to Figure 11 for setting location. The current VARA
HF bandwidth setting is displayed on the VARA HF status bar. Refer to Figure 10 for the location

of the bandwidth status indicator.

TCP Ports
Command Dats KISS

Wk VARA HF w477  WATRYQ = X
VARA Licersas | Settings View Llog" Monitor Help

Callsign: Registration Key: VARA Setup.-
[watrva | SoundCard..

e e o o
Callsign: RegistationKeyr | | 000 fer———
I | L o
Callsignc Registration Key. O
I | o =
Callsign: Registration Key: g2 4——+ 1L L . Ll e 1

[ 00

[ Alow VARA check for updates via intemet
[+ Accept 500 Hz connections

Enable 500 Hz
Connections

[~ Tuner enhancement
" owWiD

[+ KISS Interface
Retries:

[T Syskog |15 =

[~ RABoad PTT

@ RX | Disconnected

DatA |
AEE i WAE |
NACK | [BREAK] [
REQ | [ORT |

2750 | LISTEN

@ P @ BusY @

VARA Bandwidth

Figure 10. VARA HF Settings and Status
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B2 Vara HF Peer-to-Peer Session - WATRYQ = | X
Exit | Settings el Selectior ap Auto-connect MNextchan. Start Stop Abort
[ Wl veaTiCsets || 3565000 | Dial Freq. (kHz): | 3563500 | Bearing: Quaiity: [ |
Favot b | Select Addto favorites Remove from favorites

LD CONMCE S Disconnected/Listening

Channe

# Vara Setup X

Virtual TNC host address/name: |127.0.0.1

Virtual TNC Command Port: 8300 Data Port: 8301
Session Bandwidth: | 500 v

[] Enable 2750 Hz channels | 2300
(Requires radio TX fiter set f¢ 2750 and RX bandwidth of 3000)

VARA Modem location: | C:\WVARA\Vara.exe

Automatically launch Vara TNC when session is opened
Show the Vara TNC screen when it's launched

Update Cancel

Figure 11. VARA HF Session Bandwidth Settings

4.2.5 Create VARA HF P2P Session Favorites (Optional).

During an exercise or activation event, Winlink station, frequency, and bandwidth information
will be documented in the Incident action plan and distributed to all PinCo ACS communication
teams. Propagation and deployment locations will likely mandate that multiple Winlink
channels be created. Winlink users can simplify the Winlink channel selection process by storing
the defined channel information within Winlink. Once stored, the appropriate channel can be

selected from a drop-down list of favorites.
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4.2.5.1 Assumptions
The Winlink operator has successfully completed the Winlink P2P tasks listed in section 4.2.4.

A communications plan has been previously established with defined voice and digital HF

frequencies. The exchange of digital traffic will be managed via an active voice network.

The Winlink user has access to an HF station with the following operational characteristics.

a. Transmitter filter setting of 100 to 2900 Hz.

b. Receiver filter setting of 0 to 3000 Hz.

c. A Near Vertical Incident Skywave (NVIS) antenna system.
4.2.5.2 Skills

a. Net Control

(2) Coordinate the VARA HF P2P exchange of digital messages between two

network participants.
b. Network participants

(2) Open a Winlink HF P2P session and enter the call sign and center
frequency that will be used during the P2P session.

(2) Use the Winlink Settings — Vara TNC setup menu to select a session
bandwidth of 500 Hz.

(3) Depress the Add to favorites button to add the session information to
the list of favorite channels.

(4) Create a favorite channel selection for a 2300 and 2750 Hz session.

(5) Use the favorites menu to select the channel to be used during a P2P

exchange. Refer to Figure 12.

NOTE: Winlink will automatically adjust the session bandwidth and radio frequency used during

the session to the values stored in the selected favorite channel.
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(6) Examine the VARA HF status bar and confirm that VARA is operating at
the selected bandwidth setting.
(7) For each of the VARA bandwidth settings listed below, compose, send,
and receive a VARA HF P2P Winlink message. Confirm that the message
was received by the recipient. Select the session frequency and

bandwidth setting from the list of favorite channels.

(a) 500 Hz

(b) 2300 Hz

(c) 2750 Hz
&2 Vara HF Peer-to-Peer Session - WATRYQ - O X
Exit Settings ChannelSelection Map Forecast Auto-connect [chl chan,] Start Stop Abort

WTWMS Center Freq. (kHz): | 3565.000 Dial Freq. (kHz): | 3563.500 | Bearing: Quality:

Favorites: TWMS @ 3565000 [2750) Add to favorites  Remove from favorites

Channel Free W7WMS @ 3565.000 [2750] ited/Listening
W7WMS @ 3565.000 [2300] I

** Launchin W7TWMS @ 3565.000 [500]

. 1 e TRC &t 127.0.0.1 port 8300

idth is 2750 Hz.
COM5, 19200 baud

*** This is a registered version of Vara TNC that can operate at full speed

Figure 12. Winlink HF P2P Favorite Channel Selection
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4.3 DerLOYMENT READY VHF/UHF COMMUNICATION SKILLS — DETAILED DESCRIPTION

This section contains a detailed description of the skills needed to support the deployment of
VHF/UHF Winlink operators to remote locations within or outside Pinellas County. Operators
may be deployed to served agencies such as evacuation shelters, critical infrastructure sites,
Non-Government Agencies (NGOs), or other locations as required by PinCo Emergency

Management.

PinCo ACS VHF/UHF digital training nets, VHF voice, on-line training meetings (Zoom, MS
Teams, Google Meet, etc.), drills, and deployment exercises will be used to practice and

demonstrate proficiency with each of the identified skills.

Prior to beginning work on this skill set, operators should demonstrate proficiency with basic
VHF/UHF Communications skills (Section 4.1) and hold a Technician, General, Advanced, or

Amateur Extra class FCC license.

4.3.1 Set-up a VHF Winlink station at a remote deployment site.

During an exercise or activation period, users may be sent to locations that no longer have RF
connectivity with the VHF RMS sites that they have traditionally used at or around their home
address. To re-establish connectivity, users will need to identify different VHF RMS sites within

the RF line-of-sight range of their deployed location.

4.3.1.1 Assumptions

The deployment location is significantly outside the Grid Square normally used by the operator.

4.3.1.2 Skills
a. Update the My Grid Square information stored within the Winlink program. The
Grid Square information must correspond to the deployment location of the
Winlink system. GPS information can be entered into the system manually or by

using an attached GPS device.
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b. Update the channel selection table for VHF Packet and VARA FM. The internet

can be used to perform this operation if it is available.

C. Send a Winlink Check-in form to net control.

4.3.2 Set-up an event specific personal folder within Winlink.

During local Winlink nets, drills, exercises, and activation events, the Winlink message traffic
unique to the event should be filed within a separate folder to simplify the management of

event data and the creation of an ICS 309 Communication Log.

4.3.2.1 Assumptions

None
4.3.2.2 Skills
a. Create a new personal message folder for the event.
b. Move all incoming event messages into the event folder.
c. Move all outgoing event messages into the event folder from the Winlink Sent

Items folder.

4.3.3 Create, send, and receive messages using ICS template forms.

The National Incident Management System (NIMS) ICS has developed a set of standardized
forms for use during deployment activities. Many of these forms have been incorporated into

Winlink as HTML templates.

Served agency personnel will provide message data to the Winlink operator as handwritten
text, MS Excel Spreadsheets, MS Word documents, or text files. It is the responsibility of the
Winlink operator to enter the served agency data into the correct ICS form and send the
information to the intended recipient. Served agency personnel will not operate the Winlink

computer.
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4.3.3.1 INCIDENT RADIO COMMUNICATIONS PLAN (ICS 205)

Under normal circumstances, the Incident Radio Communication Plan (ICS 205) will be
developed by the PinCo ACS Leadership Team and sent to all potential Winlink users before an
exercise or activation event. However, as events unfold during a deployment, it may become
necessary to update the communications plan and send it to currently deployed PinCo ACS

communication teams. Refer to Figure C- 4 for an example of this form.

4.3.3.1.1 Assumptions

Incident Radio Communication Plans will be developed by the PinCo ACS Leadership Team.

4.3.3.1.2 Skills

a. Create an ICS 205 template-based message. Enter the required information into
the form manually. Save the form contents and then send the message to each
network participant.

b. Upon receipt of updated worksheet information from the ACS Leadership Team,
create a second ICS 205 template-based message, reload the previously stored
worksheet data, manually update the contents, and send the updated form to
each network participant.

C. (Optional) Upon receipt of a USB flash drive containing worksheet data (e.g., MS
Excel, Tab delimited text file), copy and paste the imported data into the ICS 205

using the built-in parsing function.

4.3.3.2 GENERAL MESSAGE (ICS 213)

The General Message (ICS 213) is used to send messages between served agency personnel
that require a written record of transmission and therefore cannot be transmitted orally. Refer

to Figure C- 5 for an example of this form.

In addition to the standard ICS form, agency, or state versions of this form may also be

encountered (e.g., American Red Cross (ARC 213)).
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4.3.3.2.1 Assumptions
All served agency information imported into the Winlink computer is performed via “Sneaker-
net”. The Winlink computer is never connected to a served agency computer, network, or
another digital device (e.g., Phone, tablet, etc.). Information is entered into the computer via
USB flash drives. These procedures are implemented to mitigate the potential transmission of

malicious software between systems.

4.3.3.2.2 Skills

a. Create an ICS 213 template-based message. Enter the required information into
the message manually. Send the message to net control.

b. Create an ICS 213 template-based message. Save the message text and then
send the message. Create a second ICS 213 template-based message and reload
the text from the previous message into the new ICS 213. Update the message
for a new recipient and send the second message.

C. Save a copy of each ICS 213 as a PDF to a folder on the desktop of the Winlink

computer.

4.3.3.3 GENERAL MESSAGE RESPONSE (ICS 213 Reply)

During a deployment, the operator will receive ICS 213 messages that require the recipient to

respond with specific information in the reply portion of the original ICS 213 form.

4.3.3.3.1 Assumptions

None

4.3.3.3.2 Skills
a. Upon receipt of an ICS 213 message requesting information, the operator will
notify the intended recipient of the message.
b. When the recipient provides the operator with a response, the operator will
enter the response into the Reply section of the ICS 213 and send the updated
ICS 213 back to the originator.
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c. Save a copy of the ICS 213 as a PDF to a folder on the desktop of the Winlink

computer.

4.3.3.4 RESOURCE REQUEST MESSAGE (ICS 213RR)

The Resource Request (ICS 213RR) is utilized to order resources and track resource status. The
ICS 213RR is initiated by the resource requestor and initially approved by the appropriate
Section Chief or Command Staff. The Logistics and Finance/Administration Sections also

complete applicable sections of the form. Refer to Figure C- 6 for an example of this form.

As with the ICS 213 General Message form, agency and state versions of this form may also be

encountered (e.g., WA State ICS 213RR).

4.3.3.4.1 Assumptions

None

4.3.3.4.2 Skills
a. Create an ICS 213RR template-based message. Enter the data provided by the
served agency into the message. Send the message to net control.
b. Save a copy of the ICS 213RR as a PDF to a folder on the desktop of the Winlink

computer.

4.3.3.5 ACTIVITY LOG (ICS 214)

The Activity Log is used to record all significant events that occur during an exercise, event, or
activation period. Significant events include but are not limited to ACS communication team
arrival, station availability, task assignments, task completions, injuries, difficulties
encountered, etc. For additional information about the significant events that should be
recorded in the ICS 214, refer to paragraph 5.2,1 of the Pinellas County ACS Emergency

Communications Plan and Standard Operating Procedures document.

The Activity Log is provided to the PinCo ACS Admin officer at the conclusion of the exercise,

event, or activation period. Refer to Figure C- 7 for an example of this form.
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NOTE: In addition to the ICS 214, a template for the ICS 214A is also included within Winlink. The

ICS 214A is a non-standard ICS form that can be used to document the activities associated with

a single individual.

4.3.3.5.1 Assumptions

None
4.3.3.5.2 Skills
a. At the beginning of the exercise, create an ICS 214 template-based message.
b. Maintain / Update the ICS 214 template-based message throughout the exercise

recording all significant events on the form.

c. At the conclusion of the exercise, send the completed ICS 214 template-based
message to the PinCo ACS Admin officer.

d. Save a copy of the ICS 214 as a PDF to a folder on the desktop of the Winlink

computer.

4.3.3.6 COMMUNICATIONS RESOURCE AVAILABILITY WORKSHEET (ICS 217A)

The Communications Resource Availability Worksheet (ICS 217A) is used to identify each VHF
Repeater, UHF Repeater, Winlink RMS Gateway, Winlink Digipeater, APRS® Digipeater, HF and
VHF simplex frequency that is accessible and available for use within a region during an
activation event or exercise. It is the master list of all the resources that could potentially be

used during an event. It is not the list of all the resources that will be used during the event.

Prior to an activation event, the PinCo ACS Leadership Team will use this master list of
resources to build a communications plan, ICS 205, that is appropriate and meets the needs of

the specific event. Refer to Figure C- 8 for an example of the ICS 217A.

4.3.3.6.1 Assumptions

None

40



Pinellas County ACS Winlink Training Plan

Rev (B)
31 October 2023
4.3.3.6.2 Skills
a. Create an ICS 217A template-based message. Enter the required information into

the form manually. Save the form contents and then send the message to each
network participant.

b. Upon receipt of updated worksheet information from the PinCo ACS Leadership
Team, create a second ICS 217A based message, reload the previously stored
worksheet data, manually update the contents, and send the updated form to
each network participant.

c. (Optional) Upon receipt of a USB flash drive containing worksheet data (e.g., MS
Excel, Tab delimited text file), copy and paste the imported data into the

ICS 217A using the built-in parsing function.

4.3.3.7 COMMUNICATIONS LOG (ICS 309)

The Communications Log records the details of all event specific message traffic and is initiated
and maintained by each Winlink operator. These logs provide the basic reference from which to

extract communications traffic history. Refer to Figure C- 9 for an example of this form.

4.3.3.7.1 Assumptions

The Winlink Operator has previously created an event specific personal mail folder and filed all

exercise specific messages within the folder.

4.3.3.7.2 Skills
a. Create a PDF ICS 309 for the exercise. The information on the form must only

contain information related to the exercise.

(1) Use the Message- Generate ICS-309 Communications Log menu to

enter/select the information listed below. Refer to Figure 13.

(a) The personal folder containing the exercise message traffic.
(b) The start and end times and dates for the exercise.

(c) The ICS 309 header information for the exercise.
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(d) Output PDF file location.

(2) Send the completed ICS 309 PDF form to the PinCo ACS Admin Officer via

Telnet.

b. Create an ICS 309 template based Winlink message for the exercise. The

information on the form must only contain information related to the exercise.

(2) Use the Message- Generate ICS-309 Communications Log menu to

enter/select the information listed below. Refer to Figure 13.

(a) The personal folder containing the exercise message traffic.

(b) The start and end times and dates for the exercise.

(2) Generate a Comma Separated Variable (CSV) File.
(3) Use the Generate CSV File with message records screen to enter/select

the information listed below. Refer to Figure 14.

(a) The Time, From, To and Subject columns.

(b) Column Delimiter.

NOTE: If Notepad will be used to open the CSV file, then set the Column Delimiter to Tab. If

Microsoft Excel will be used to open the CSV file, then set the Column Delimiter to Comma.
(c) CSV Output file location.

(4) Create a new message and select the ICS 309 from the list of templates.
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Personal Mailbox that contains
messages exchanged during the
exercise.

enerate an ICS-309 Communication Log as a pdf File

Select Message Mail

[Jimbox  [] Outbox [] [] Personal 1: 20220105 PACS Wi ~
[[] Read [] Sent [[] Deleted T Personal 2: 5
[ saved
[] Global: v
M Date R
Enter a start and end date/time that eg:jm_a . adngeﬂ_ i = )
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Page Layout Options
(® Separate entry for each recipient Set Page
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Format of Dates on Report
mm/dd/yy « [0 uTCtime

Task ID: 20220105 Header Information for

Task Name: 20220105 Winlink Training Net / PDF version of 1CS 309.
Operational penod: | 20220105 1500 Local to 20220106 2100 Local .

Operator name: Michael Drake
Station ID: WA1RYQ

Output pdf file: C:\Users\mdrak\Documents\WA1RYQ Ham Radio | | Browse

[Generate ICS-305 PDF Generate CSV File Exit

Figure 13. Winlink Generate ICS-309 Communication Log Window

43




Pinellas County ACS Winlink Training Plan
Rev (B)
31 October 2023

b

Select Columns to include
Column Delimiter

] Message ID .
Only the four columns i Time Ol &

identified should be 4 4 From

[+~ To
CHECKED E4 Subject
[] Location
| Mailbox
[[] Message Type
Compressed Size
[] Viewed
Replied
[[] Forwarded
| Acknowledged
[] Attachment
| Attachment Opened

CSV OQutput File
link Training\20230118 Winlink Training\Winlink_Messages.csv Browse

7

Generate CSV File Exit

A Location on your computer

Figure 14. Generate CSV File with Message Records Screen

(5) Enter the CSV data into ICS 309 template-based message form.

(a) Depress the Paste Data from a Spreadsheet Button. Refer to
Figure 15.

(b) Open the ICS 309 CSV file previously created and then select and
copy the exercise data. Refer to Figure 16 for information about
the ICS 309 CSV file.

(c) Paste the data into the blank field of the Copy and Paste screen,

Figure 17.
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Selectthe “Paste Data from a

Spreadsheet” Button
Click to add agency or group

COMMUNICATIONS LOG (ICS 309) Task # Date/Time Preparpe? Click to Add Date/Time
Form Info

For Operational Period # Task Name
Operator Name Station ID Express Sender| WATRYQ
PAGE# [1 Track & Increment your page #'s (Default s 1) Paste Data from‘a Spreadsheet CLEAR Data
DATE/TIME STATION ID SUBJECT
_ FROM TO
Click for Date/Time
Click for Date/Time
Click for DataTima
Figure 15. Winlink ICS 309 Data Entry Form
Selectthe data in the Time,
From, To, and Subject fields.
A 5 c 5 Do cht ?elect th.e row
Time From  To Subject containing the titles.

1
2 [10/31/2021 2:19 W70WO WAIRYQ Call For Check-Ins - YCARES Winlink Net - Oct 31, 2021 - Session 179

3 |11/1/2021 21:12 WA1RYQ PACS-ADMIN ICS 217A - Pinellas ACS Winlink Training Net 20211103 - 2021-11-01 20:41
4

5

}/

Figure 16. ICS 309 CSV File

Copy and Paste up to 30 lines Data From Spreadsheet

Copy the data from the spreadsheet and paste in box below, then click "Parse Data".
Tab delineation only. Ensure fields match & do not exceed form field lengths, or data entries will not be correct.

Paste spreadsheet data here

Select the “Parse Data”

Button \

Close this window

Figure 17. Winlink ICS 309 Paste Data from a Spreadsheet Screen

(6) Parse the Spreadsheet Data.
(7) Populate the remaining ICS 309 fields with the exercise specific

information.

(8) Send the completed ICS 309 template-based message to the PinCo ACS

Admin officer.
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4.3.4 Create and send messages using Priority and /mmediate precedence.

During an activation event, prioritizing the flow of information is a critical component of
information management. Precedence is the message attribute that enables a user to prioritize

each message properly.

Four precedence levels are defined within Winlink. Messages generated by PinCo ACS will only
be assigned a Winlink precedence of ROUTINE, PRIORITY, or IMMEDIATE. Under no

circumstances will any message be assigned a Winlink precedence of FLASH. When creating a

new message, Table | should be used to identify the Winlink precedence that corresponds to
the appropriate ARRL® NTS™ precedence definition. For additional information about message
precedence, refer to paragraph 5.1.2 of the Pinellas County ACS Emergency Communications

Plan and Standard Operating Procedures document.

Table I. WINLINK Message Precedence
Winlink ARRL® NTS™ SUBJECT LINE
Precedence Precedence | Priority Indicator Notes
FLASH (2) N/A z/ DO NOT USE
IMMEDIATE (O) | EMERGENCY o/
PRIORITY (P) PRIORITY P/
ROUTINE (R) ROUTINE R/ Default for all messages

4.3.4.1.1 Assumptions

During a training event, it is important to ensure that no one mistakes a training message as a
message reporting a real-world emergency. Therefore, any Winlink message assigned a
precedence of PRIORITY or IMMEDIATE must clearly indicate that the message is associated

with a training exercise. Refer to Figure 18 for an example of a PRIORITY Winlink EXERCISE
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message. Additional information about formatting a Winlink EXERCISE message is contained in

paragraph 5.1.6 of the Pinellas County ACS Emergency Communications Plan and Standard

Operating Procedures document.

4.3.4.1.2 Skills

a.

Create an ICS 213 template-based message. Enter the required information into
each field of the message and clearly indicate that the message is associated
with an exercise.

Add the subject line priority indicator for a PRIORITY message (P/) to the
message subject line.

Create a second ICS 213 template-based message. Enter the required
information into each field of the message and clearly indicate that the message
is associated with an exercise.

Add the subject line priority Indicator for an IMMEDIATE message (O/) to the
message subject line.

Send both messages to net control.
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Post to OQutbox  Select Template [C5213  Winlink Check-in  Field SitRep  Attachments  Spell Check  Savein Drafts  Close
From: WA1RYQ ~  Sendas: Winlink Message v Request message receipt | Set Defaults
To: PINCO-EOC;
Ce: PINCO-ADMIN;

Subject: 213- EXERCISE Hurricane SPOCK 2023-P/ EXERCISE - Equipment Shortage - 2023-09-25 05:55
Attach: RMS Express Form ICS213 Initial Viewer.xml;FormData.txt;

GENERAL MESSAGE (ICS 213)

*%* THIS IS AN EXERCISE **

1. Incident Name: EXERCISE Hurricane SPOCK 2023

2. To (Name and Position): Clayton Parrott / Pinellas County EOC

3. From (Name and Position): James Kirk / Bauder Shelter Administrator
4. Subject: P/ EXERCISE - Equipment Shortage

5. Date: 2023-09-25

6. Time: 05:55

7. Message:

EXERCISE

Bauder Elementary School Shelter is critically short of cots and blankets. Request immediate delivery of additional 150 cots and blankets.

EXERCISE

8. Approved by: Jonathan Archer
8a. Position/Title: Shelter Manager
[Sender: WAlRYQ Lat: 27.840667, Lon:-82.828333, MGRS: ]

WAIRYQ
1.7.9.0
1z ICS 213 v.43.0

ding Statior
ress Vers
mplate Vers

Figure 18. Priority Winlink EXERCISE Message

4.3.5 Configure Winlink to annotate Priority, Immediate and Flash messages.

Message traffic with a precedence of Priority, Immediate, or Flash must be rapidly identified
and processed as soon as possible. However, during an activation event, users may encounter a
high traffic volume and find it difficult to quickly identify traffic with a high priority precedence.
To assist users with the identification of high priority traffic, Winlink can be configured to

highlight and sound an audible alarm upon receipt of a Priority, Inmediate, or Flash message.

4.3.5.1.1 Assumptions

None

4.3.5.1.2 Skills
a. Use the “Message Notification and Forwarding” option on the Settings pull-down
menu to configure Winlink to make a sound when a message is received that has

a precedence of Priority or higher. Refer to Figure 19.
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b. Select a “New message notification sound” and configure Winlink to repeat the

sound until the message is read.

NOTE: A notification sound must be selected for Winlink to properly annotate high priority

messages. If the notification sound is set to None, messages will not be highlighted.

Message Notification
New Message Notification Sound Settings

Make sound f message prioity is at least this high: Priority

New message notification sound: Beep v /

Repeat sound until messageisread | Stop the sound

Automatic Message Notification
Send notification of new message amivals
[C] Only notify during this time period: 07:00 til  17:00
Notify if the message priority is at least this high: Routine v

Addresses to notify (separate with comma or semicolon)

Automatic Message Forwarding
[[] Automatically forward messages to the specified addresses
Forward if the message priority is at least this high: Priority v
Upload to CMS immediately f intemet is available. otherwise put in Outbox

Addresses to forward to (separate with comma or semicolon)

Figure 19. Message Notification Settings

(o Net Control

(1) Send a Priority message to net participants.

(2) Send an Immediate message to net participants.
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d. Net Participants

(2) Upon receipt of a Priority and Immediate message from net control,
confirm that each new message is highlighted in the main display and

that Winlink generates an audible alarm until each message is read. Refer

to Figure 20.
Date/Time Message ID Size | Source Sender Recipient Subject
|E| 2022/07/06 23:56 [ Q1WS52TX9SNP 320 | KOAPFV | KOAPFV WAIRYQ 0/ EXERCISE - Winlink Message Precedence Test
||§ 2022/07/06 23:55 | 1TSVZFTMVVDE 325 | KOAPFY | KO4PFV WAIRYQ P/ EXERCISE - Winlink Message Precedence Test
u I 2022/07/06 23:48 | AI6OTU7L7FHA 2674 | KOAPFV | KOAPFV WAIRYQ Winlink Check in Net - KO4PFY
Figure 20. Highlighted Priority and Immediate Messages
4.3.6 Send and receive messages using a tactical address.

A Winlink tactical address is not a call sign. It is used to identify a specific location or function
that may be staffed by different operators during an exercise or activation event. Examples
include but are not limited to Emergency Operations Centers (EOCs), evacuation shelters,
government agencies, and NGOs. Tactical addresses simplify message routing during an
exercise or event. Winlink users do not need to know the call sign of the individual staffing a
specific location. They only need to know the tactical address of the location. Even if the

operators at a specific location change, the tactical address does not.

Once a tactical address is created, messages can be sent from, and to, the tactical address’s
mailbox. And, like a standard Winlink account, Winlink maintains a unique whitelist for each
tactical address. A tactical address that has not been used for 6 months will automatically be

deleted.

NOTE: Although a tactical address can be used in most Winlink network topographies, a tactical

address cannot be used when exchanging information in a P2P network.
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4.3.6.1.1 Assumptions

Tactical addresses used during an exercise or activation event will be assigned by the PinCo ACS
Leadership Team and documented in the Pinellas County ACS Emergency Communications Plan

and Standard Operating Procedures document.
During this task, each user will be provided with the following information by the NCS.

a. A Winlink tactical address previously created by the PinCo ACS Leadership Team.

b. The password associated with the assigned Winlink tactical address.

NOTE: It is assumed that the Winlink Tactical Address provided to each user has not been

previously added to the user’s Winlink computer.

4.3.6.1.2 Skills
a. Create the tactical address using the Winlink Express Setup menu. When entering
the tactical address into the Add Entry window, ensure that the address is an
exact match to the Winlink address provided by the NCS.
b. Enter the password for the tactical address that was provided by the NCS.
C. Enable and then save the newly created tactical address. Refer to Figure 21 for

an example of this operation.
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Call Signs Contact Information (Optional)
My Callsign: |WA1RYQ My Password: | sk sk
(Case senstive) Name: Michael H. Drake

Callsign suffix (optional): (Used for country code) Show password

Street address 1:
Password recovery e-mail: | sk sk Street address 2:
(Non-Winlink e-mail address where lost password will be sent when requested) City: Seminole

Remove Callsign Request password be sent to recovery e-mail a2

Ausxiliary Callsigns and Tactical Addresses Callsign/Tactical Address: | PINCO-STN12

[JrInco-EoC Password: | sasxrsns
[Jrpinco-sTN12 ~— (Case sensttive)
Enabled: [/
Edit Entry
(Enabled entries download incoming messages)
My Grid Square: |EL870U Lat/Lon to Grid Square Save Cancel

Winlink Express registration key: | skt krdsrsdd bk dknknk

Gervica Coes Recalculate HF path quality if SFI changes more than: | 30

PUBLIC EMCOMM Keeplogsfor 2 - weeks. Keep deleted messagesfor (30 | days.

Display list of pending incoming messages prior to download

Wam about connections to stations holding messages

[ Mllow diagnostic information to be sent to the Winlink Development Team
Automaticaly install fieldtest (beta) versions of Winlink Express

(Use PUBLIC for ham call signs. Separate multiple service codes by spaces.)
If you change service codes, you must update the list of channels.

Update Cancel

Figure 21. Winlink Tactical Address Menu

d. Disable all other tactical addresses.
e. Examine the Auxiliary Callsigns and Tactical Address window and confirm that

the new tactical address is listed and that the Enabled box is checked.

f. Create a new message.

(2) Select the new tactical address as the station address sending the

message. Refer to Figure 22 for an example of this selection.
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Post to Outbox  Select Template IC5213  Winlink Check-in  Field SitRep ~ Attachments  Spell Check  Savein Drafts  Close
From: | WA1RYQ v Send as: Winlink Message ~ Request message receipt Set Defaults
To: WAILRYQ
Ce: g

Subject 213-EXERCISE Hurricane SPOCK 2023-P/ EXERCISE - Equipment Shortage - 2023-09-25 05:55
Atach: RMS Express Form ICS213 Initial Viewer.xml;FormData.txt;

GENERAL MESSAGE (ICS 213)

** THIS IS AN EXERCISE **
1. Incident Name: EXERCISE Hurricane SPOCK 2023

2. To (Name and Position): Clayton Parrott / Pinellas County EOC

3. From (Name and Position): James Kirk / Bauder Shelter Administrator
4. Subject: P/ EXERCISE - Equipment Shortage

5. Date: 2023-09-25

6. Time: 05:55

7. Message:

EXERCISE

Bauder Elementary School Shelter is critically short of cots and blankets. Request immediate delivery of additional 150 cots and blankets.

EXERCISE

8. Approved by: Jonathan Archer
8a. Position/Title: Shelter Manager
[Sender: WAIRYQ Lat: 27.840667, Lon:-82.828333, MGRS: ]

Figure 22. Tactical Address Selection

(2) Send the message to net control and a copy to your local internet email
address. The message should request that net control respond to the

message.

g. Confirm that your internet email account received an email from the new tactical

address. It should be in the form “Tactical_address@winlink.org”.

h. From your local internet email, create and send an email back to the new tactical
address.
i Confirm that you have received emails from both your local internet email

address and from net control. Both emails should identify the recipient as the
tactical address, not your call sign.

j. Disable the new tactical address using the Winlink Express Setup menu.

k. Examine the Auxiliary Callsigns and Tactical Address window and confirm that

the Enabled box for the tactical address is not checked.
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4.3.7 Import served agency data into the Winlink computer.

During an activation event, the operator is required to send served agency messages to remote
Winlink recipients. The messages can be provided to the Winlink operator as handwritten text,

MS Excel Spreadsheets, MS Word documents, or text files.

Winlink ICS HTML forms can also be exported to non-Winlink users so that they can enter data
directly into Winlink HTML forms, save form content to text files, and provide the text files to
Winlink operators. Once loaded into the Winlink computer, these text files can be loaded
directly into the applicable ICS form. Refer to Appendix B, Winlink BOK - Form use by non-

Winlink Users for additional information.

4.3.7.1 Assumptions

All served agency information imported into the Winlink computer is performed via “Sneaker-
net”. The Winlink computer is never connected to a served agency computer, network, or
another digital device (e.g., Phone, tablet, etc.). Information is entered into the computer via
USB flash drives. These procedures are implemented to mitigate the potential transmission of

malicious software between systems.

4.3.7.2 Skills

a. Import a generic text file from a USB flash drive. Copy and paste the data into an
ICS 213 template-based message. Send the message to net control.

b. Import an MS Excel Spreadsheet from a USB flash drive. Convert the contents to
a CSV File. Attach the CSV File to an ICS 213 template-based message. Send the
message to net control.

C. Import an MS Word Document from a USB flash drive. Convert the contents to a
text file and paste the data into an ICS 213 template-based message. Send the
message to net control.

d. Export the files listed below to a USB flash drive. Provide the USB flash drive to a
served agency partner and help the user to transfer the files onto the served

agency computer.
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(1) RMS Express / Standard Templates / ICS USA Forms / ICS213_initial.html

(2) RMS Express/Standard Templates/ICS USA Forms / ICS213RR_initial.html

Import, from a USB flash drive, an ICS 213 text file that was created by a non-
Winlink user who created the file using an exported copy of the ICS 213 HTML
form. Load the imported text file directly into an ICS 213 and send the message

to net control.

4.3.8 Import, resize, send, and receive photographs.

During an activation event, the operator and/or the served agency may be required to send an

image to a Winlink destination. The image may show storm damage or other relevant

information.

4.3.8.1 Assumptions

a.

4.3.8.2 Skills

a.

Cell service and local area internet are not available. Therefore, the operator
cannot send a picture from his/her phone to the Winlink computer via cloud
services or the internet.

All served agency information imported into the Winlink computer is performed
via “Sneaker-net”. The Winlink computer is never connected to a served agency
computer, network, or another digital device (e.g., Phone, tablet, etc.).
Information is entered into the computer via USB flash drives. These procedures
are implemented to mitigate the potential transmission of malicious software
between systems.

The Winlink operator is permitted to connect his/her personal phone, tablet, and
camera to the Winlink computer.

Images are sent through Winlink as attachments.

Send a picture using Winlink.
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(2) Import a picture from your phone, tablet, or camera directly into the
Winlink computer.
(2) Import a picture from a USB flash drive into the Winlink computer.

(3) Resize and crop each image, attach each image to a Winlink message, and
send each image to net control. Confirm that the image was received by

net control.
b. Receive a picture using Winlink.

(1) Upon receipt of a message containing a photo attachment, open the
attachment and store the photo on the Winlink computer.

(2) Display the received photo.

4.3.9 Send an ICS template-based message form as a PDF using Telnet.

When a Winlink ICS template-based message is received by a non-Winlink recipient, the
recipient may have difficulty interpreting the information being provided. Although the
information entered into the form is sent as plain text, the form itself is sent as a condensed
extensible markup language (XML) file. When Winlink recipients receive a template-based
message, Winlink combines the data and XML form file to recreate the ICS form and contents.

When non-Winlink recipients receive the message, only the contents of the form are visible.

To ensure that non-Winlink recipients properly interpret ICS form information, these recipients

may request that ICS information be sent to them in a PDF format.

CAUTION: Winlink users should exercise extreme caution when sending PDF files through
Winlink. In many cases, the size of a PDF file will be 50 kB or larger. Files of this size should be

limited to Telnet connections only. They should not be sent via standard radio connections.

4.3.9.1 Assumptions

All messages that contain PDF attachments will be sent through Winlink using Telnet.
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4.3.9.2 Skills

a. Configure the Winlink computer to automatically convert ICS template forms to

PDF whenever an internet recipient is selected. Refer to Figure 23 for location of

setting.

Form Server

IP address of form server: | localhost

IP port of form server: | 8001

Sending Messages with Form Data
Attach XML files with form data to messages generated by forms

Automatic Form Opening
Automatically open forms when messages are selected

Automatically open reply forms when replying to messages with forms

Show on map only most recent report within 100 meters from same sender

Send Forms as pdf Files

If you enable this option, messages with form attachments sent to Intemet
: addresses (e.g., john@xyz.com) have the form information converted to a
send forms as PDF Settings pdf file. Messages sent to Winlink users (callsigns) continue to have the
form data sent in a condensed xml file where it's merged with the display
form on the receiving end. Waming: Forms sent as pdf files are much
larger than the condensed xmi file. Often, messages with pdf forms are 50
kb or larger. They are not suitable for slow radio connections.

Send forms as pdf files to Intemet addresses

Save Cancel

Figure 23. Winlink Form Settings Menu

b. Generate an ICS 213 template-based message.

C. Address the message to one or more Winlink addresses and one or more

internet email addresses. Then, post the message to the Winlink outbox.

NOTE: Internet email addresses must contain the “@” symbol for this function to work properly.
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d Examine the outbox and confirm that two messages have been added to the

outbox.

(1) One of the messages should be addressed to only Winlink recipients. This
message should contain an XML attachment and have a message size less
than 2,000 bytes.

(2) The remaining message should be addressed to only internet email
recipients. This message should contain a PDF attachment and have a

message size larger than 10,000 bytes.

e. Send the messages via Telnet and confirm that each recipient receives the

properly formatted message.

4.3.10 Create and send messages using Mapping-GIS template forms.

The information entered into a Mapping-GIS template form is used to create a message
attachment file that, upon receipt by another Winlink station, can be used to display the
reported status information on a map associated with the exercise or activation event. The
received data can also be exported to a CSV or Keyhole Markup Language (KML) file for offline

analysis.

The following sixteen Mapping-GIS forms are currently integrated into Winlink.

a. Catalog Map Capable Downloads i Local Weather Report

b. Field Situation Report j. Medical Incident

c. Hawaii Siren Report k. SDG ARES Hospital Status
d. HICS 251 Facility Status Report l. Severe WX Report

e. Hospital Bed Report m. USGS DYFI English

f. Hospital Status n. USGS DYFI Espanol

Humanitarian Needs

e L. o. Winlink Check-in
Identification Form

h. Hurricane Report p. Winlink Check-out
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NOTE: GPS location data can be added to the header of all Winlink messages. Non-Mapping-
GIS messages that contain GPS location data can also be displayed on a map; however, while
the status contents of a Mapping-GIS message will be displayed, the contents of a Non-

Mapping-GIS message will not.

4.3.10.1 Assumptions

a. The user has access to GPS location data.
b. Three or more stations are needed within the network to exercise this skill set.
c. During this task, each user will be provided with the following information by the

NCS or PinCo ACS training officer.

(1) Field Situation Report Task Number (TASK #).

(2) Simulated Resource status information.

4.3.10.2 Skills

a. Using the “Preferences...” option under settings, configure Winlink to
automatically include location data in the message header. Refer to Figure 24 for

location of setting.
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Add Location to message heading
Settings

Message Reading Optiens
Viewing seconds before marking message read: 2

Automatically move read messages to Read kems folder []

Message review before downloading

Display list of pending incoming messages prior to download

Message acknowledgement options

Default to requesting message receipts

Automatically send message receipts when requested
] Mutomatically send message receipts for all messages
D Ignore message receipt requests on incoming messages

Message sending options
[] Automatically add contact entry for each destination address
[[] Disallow editing or altering messages you send
Include your location in message headers

Line wrapping

Wrap print lines after this many characters: |72

Distance Units

O km ® Mies

Figure 24. Winlink Preferences Menu

b Create a Field Situation Report Mapping-GIS template-based message.

(2) Update the Message Title to include the name of the net that the

operator is supporting.

(2) Enter message precedence, date/time, and Task number.

(3) Indicate if report is associated with an EMERGENCY/LIFE SAFETY need.

NOTE: All messages associated with a training or exercise event will indicate that the field

situation report is NOT associated with an EMERGENCY/LIFE SAFETY need.

(4) Enter a reporting site location: City, County, State, and Territory (e.g.,

Seminole, Pinellas, FL).
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(5) Include GPS Coordinates, MGRS, and Grid information in the message.
(6) Enter the resource status information provided by the NCS or the PinCo
ACS training officer.
(7) In the Additional Comments section of the form, indicate that the field

situation report is an EXERCISE message.

(8) Enter the sender’s name and FCC call sign in the POC field.

C. Send the completed message to each network participant and a copy to the

PinCo ACS Admin Officer.

4.3.11 Graphically display event specific Mapping-GIS message data.

The ability to quickly locate and evaluate the status of reporting units is a critical component of
incident management. The Mapping-GIS function within Winlink enables users to display a
status marker for each reporting unit on a map associated with an exercise or activation event.
The detailed status information reported by a unit can be displayed by clicking on its associated
marker. The units displayed can be filtered by message type; message age and date limits; and

individual message field values.

4.3.11.1 Assumptions

a. The user has access to GPS location data.
b. Three or more stations are needed within the network to exercise this skill set.
C. Each net station has sent a Winlink ICS 213, Check-in, Check-out, and Field

Situation Report message to all other net participants during the defined event

period.
d. The event duration used for this skill set is 48 hours.
4.3.11.2 Skills
a Generate a map for each of the Mapping-GIS message types listed below. Each

map should display marker pins that correspond to the location of each

reporting station.
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(2) Winlink Check-in Messages.
(2) Winlink Check-out Messages.
(3) Winlink Field Situation Report Messages.
(4) Non-Mapping-GIS Messages (Messages).
b. Set the Map Filters to display only the reports associated with the current

exercise period. Refer to Figure 25 for an example of this operation.

# Map Filters for Winlink Check In —

Age and Date Limits on Reports
(O Do not limit reports by age or date
(O Only display reports more recent than this many hours: 400

@ Limi to this date range: [ Limit start date time: |2022415-24 - |00:00 5 (Localtime)
[ Limt end date/time: 20220526 (- 2359 3| (Local time)
Filter Map by Field Values
Stored Filter Sets
Filter set: (none) v | Store cument selections as filter set l Remove this filter set

[~] Enable map fitering [ Include text fields such as comments as filter items fiter with one or more words or phrases separated by commas)
(@ Select reports that match ANY enabled filter tem (O Select reports matching ALL enabled fiter tems

Selection Value Marker Color
- VHF « | Yellow
20 (default) - |
(Ignore) © | (defauly -
(Ignore) - (default) -

cNet - (defaul) -

| Cearallselections | Red  ~ Defaut colorfor unselected markers
Which markers to show on map White BN Color ¥ muliiple colors are select
(®) Display all markers using colors to indicate selected ones

() Display only markers selected by fiters Green  ~ Color of your location marker (QTH)

= E=

Figure 25. Map Filter Control

c. Display the detailed message data associated with each report. Refer to

Figure 26 for an example of this operation.
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Note: The detailed position information and personal e-mail address that was generated and

originally contained in the status report shown in Figure 26 been purposely blanked out of this

figure.

o

SetFilters Zoom-In Zoom-Out Summary Save asjpeg

Sender: KCA$XO
Date/time: 2022-05-25 1931 (local)
Age: 309 days
W Message |D: T9KXFHTZRDAL
IE  Subject Winkink Check In [Net|-KCASXO
| Lottude Longtude: 278125 N 827083 W
MGRS: 17RLL3173177602

Range and bearing: 8.0 mi @ 105
~-=> Status: Net

Organization: PACS
Station Contact Name: Robert Burke
Operators: KCASXO
Location:
Grid: EL&Tpt
== Band: VHF
Session: Telnet
Bl Comments:

Use mouse wheel to zoom infout. Right click map and drag to scroll.  Click marker for details.

Figure 26. Graphic Display of Winlink Check-in Message Data
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4.4 DepLOYMENT READY HF COMMUNICATION SKILLS — DETAILED DESCRIPTION.

This section contains a detailed description of the skills needed to support the deployment of

VHF/UHF and HF Winlink operators to remote locations within or outside of Pinellas County.

PinCo ACS HF digital training nets, HF Voice, VHF voice, on-line training meetings (Zoom, MS
Teams, Google Meet, etc.), and deployment exercises will be used to practice and demonstrate

proficiency with each of the identified skills.

Prior to beginning work on this skill set, operators should demonstrate proficiency with basic HF
Communications (Section 4.2) and Deployment Ready VHF/UHF Communication Skills
(Section 4.3). The operator must also have a General, Advanced, or Amateur Extra class FCC

license.

4.4.1 Set-up a Winlink station that supports VHF/UHF and HF communications at

a remote deployment site.

During an exercise or activation event, users may be sent to locations that no longer have RF
connectivity with the VHF and HF RMS gateways they have traditionally used at or around their
home address. To re-establish connectivity, users will need to identify different VHF and HF

RMS gateways within range of their deployed location.

4.4.1.1 Assumptions

The deployment location is significantly outside the Grid Square normally used by the operator.

4.4.1.2 Skills
a. Update the My Grid Square information stored within the Winlink program. The
Grid Square information must correspond to the deployment location of the
Winlink system. GPS information can be entered into the system manually or by
using an attached GPS device.
b. Update the channel selection table for VHF Packet, VARA FM, and VARA HF. The

internet can be used to perform this operation if it is available.
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C. Send a Winlink Check-in form to net control.

4.4.2 Send a GPS position report.

Winlink units can report their current position to the Winlink system. Once reported, the
Winlink Common Message Server (CMS) displays the report on a position map located on
Winlink’s web site and forwards the data to the Automatic Packet Reporting System-Internet
System (APRS-IS). Anyone with internet access can view these position reports. APRS®
applications will display Winlink position reports using the ® symbol. Figure 27 displays a

sample of the Winlink GPS / Position Report screen.

GPS Serial Port
GPS Serial Port: | COM10 v GPS Baud Rate: 9600
Set
IP Address: 127.0.0.1 IP Pot 15555
GPS Status
$GPRMC,205733.A.2750.4385.N.08249.6968.W.0.0,55.8.011023.4.2.W A"28
Last fix at 2023-10-01 20:57:33 UTC
GPS Latitude: 27-50.44N GPS Longitude: 082-49.70W
GPS Speed: 0.00 Knots GPS Course: 056 True

Automatically update grid square from GPS position: | EL870U

Position Report
Your last posttion report was posted at 2023-02-01 23:25:41 UTC

Use GPS Position Use Current Time

Report Date/Time: | 2023/10/01 20:57:13 | UTC

(Latitudelongttude may be entered as decimal degrees, DD-MM.MMx, or DD-MM-S5x)

Latitude: 27-50.44N Longitude: = 08249.70W

Speed: 0.0 Knots  Course: 0 True
MGRS coordinates: 17R LL 19952 80894 Use MGRS
Comment - 148

Chaactan Madam: PinCo ACS Winlink Training Net.

Add Marine Weather Report Post Report Close

If no GPS posttion, use position report location as my curmrent location

Figure 27. Winlink GPS Position Report Screen
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4.4.2.1 Assumptions
The deployed station can exchange data with an RMS gateway that has internet connectivity

with a CMS. The user has access to GPS location data.

4.4.2.2 Skills

NOTE: Winlink Express can be configured to import NMEA 0183 formatted GPS data through a
serial COM port. Once configured, the time and position data needed to create a GPS position
report will be automatically available for use in the report. If a GPS is not connected to the

Winlink computer, time and position data will need to be entered into the report manually.

a. Create a GPS position Report. The following information should be entered into

the report.

(2) Universal Coordinated Time (UTC)

(2) Longitude

(3) Latitude

(4) In the comment field, enter the name of the exercise being supported,

and the current VHF frequency being monitored.

b. Post and send the report.
C. Wait several minutes and then reconnect to an RMS. Download all messages.

Confirm that a Position Report Acknowledgement message has been received.

4.4.3 Use Winlink to request local weather and Winlink station location data.

Winlink maintains a catalog of downloadable weather maps, weather forecasts, station position
data, information, help bulletins, and propagation prediction data to help determine which
Winlink RMS gateway HF stations are best to connect to from any location. Catalog data is
maintained on the Winlink CMS. Figure 28 displays a sample of the Winlink catalog used to
request information. To obtain information from Winlink, deployed stations must be able to

exchange data with an RMS that has internet connectivity to the Winlink CMS.
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§8 Winlink Query Catalog X

Categories Inquiry ID Description Size Selections
ARCTIC_ICE ~ | | CMS_STATUS Real time Operational Status of Winlink CMS's 2018

HF_NETS :
HONDURAS CMS_TRAFFIC Winlink Message Traffic History 2106

INDIAN_OCEAN WL2K_MOBILES | Mobile user posting reports in the last 30 da;
LIGHTNING = . &=

METAR

WL2K_NEARBY Closest 30 WL2K Mobiles to Your Last Reported Position

METAREA _Ill
METAREA_IV
METAREA_IX
METAREA_V
METAREA_VIII
METAREA_X
METAREA XII
METAREA_XIV
METAREA_XVI
NEWS
NICARAGUA
PROPAGATION
SIPACIFIC_WX
SAT_KEPS
SAT_PIX
UK_CADET

Double click to add or
delete query selections.

Post Request

Last Update
2022/01/21 16:47
Update catalog list

e |

WL2K_HELP
WL2K_RMS
WL2K_TERMS
WX_AK_COAST
WX_ARCTIC
WX_ATLANTIC
WX_AUS v

' Request update viarado |

Figure 28. Winlink Query Catalog

4.43.1 Assumptions

The deployed station can exchange data with an RMS gateway that has internet connectivity
with a CMS. The Winlink user has previously sent a GPS position report to the Winlink CMS. The
position report must be less than 10 days old and correspond to the user’s currently deployed

location. All communications will take place via Winlink RMS.

4.4.3.2 Skills
a. Update the local Winlink Catalog list via RMS.
b. Post and send a request for local weather forecast information.
c. Post and send a request for the location of the closest Winlink stations.
d. Wait several minutes and then reconnect to an RMS and download the

requested information. Confirm that both the weather and station location

information is received.
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e. Display the station location information using the Mapping-GIS function.

4.4.4 Send and receive messages using the radio-only hybrid network.

The Winlink radio-only hybrid network capability was developed to ensure that federal, state,
and local agencies could maintain email connectivity in the unlikely event of a total internet

outage.

Although many natural disasters (hurricanes, earthquakes, fires, etc.), industrial accidents, or
terrorist attacks could cause widespread and even regional power, cell, and internet service
outages, individual Winlink users should still be able to connect to an RMS outside the impacted
region. RMS gateways within the impacted region can be configured to store and deliver
messages to local users and forward out of enclave messages to RMS gateways outside the
impacted region using PACTOR® or VARA HF. Therefore, the radio-only capability of Winlink

should rarely, if ever, need to be used.

Figure 29 displays a network topography using the hybrid network to exchange data between

Winlink users (Clients) during a nationwide internet outage.

Hybrid RMS CMS

@)
W

i e

PACTOR, PACTOR, —
VARA HF VARA HF
- PACTOR, -
HybrldRMS VARA HF ( Hybrid RMS
MPS ‘ ’ ( MPS
VHF/UHF Packet, PACTOR, VHF/UHF Packet,
VARA FM MPSA VARA HF, s VARA FM
s ARDOP 8
Oaéoaéoaé Qaé Ogéogéogé
Winlink Clients Winlink Client Winlink Clients

Figure 29. Communications via the Radio-Only Hybrid Network
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Before individual Winlink users can send and receive data through the radio-only hybrid
network, each user must identify and register one or more RMS Message Pickup Stations (MPS).
Each selected RMS will be the only RMS from which the user can download messages. Figure 30

is an example of the Winlink Hybrid Network Parameters menu used to register each MPS.

=

Parameters specified on this screen control the flow of messages
when they are being sent via radio-only forwarding.

Message Pickup Stations (MPS)

MPS 1: | AK4SK ; Update list of RMS
available as MPS
MPS 2:
Display list of RMS
MPS 3: . available as MPS
Register MPS via Intemet Queue radio message
to register my MPS

Last MPS list update: 2021-03-17-14:38

E-mail notification of pending messages on MPS

Send e-mail notifications to these addresses when there are
pending radio-only messages being held on MPS for you.

WATRYQ@ARRL.NET,WATRYQ
(Separate muttiple e-mail addresses with semicolons)

Hours pending before notification message is sent: 4

Save Cancel

Figure 30. Hybrid Network Parameters Menu

4.4.4.1 Assumptions

None
4.4.4.2 Skills
a. Update the list of RMS gateways available as MPS.
b. From the downloaded list, select two MPSs.
C. Register a single MPS for your station via the internet.
d. Register a second MPS via the radio.
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e. (Optional) To receive a notification when the user has a radio-only message

pending at an MPS, enter one or more email addresses into the hybrid network

parameters menu.

NOTE: To limit network traffic through the radio-only hybrid network, users should register no

more than two MPSs.

The Winlink system requires 24 hours to complete the registration process. Users must wait for
the registration to complete before attempting to send or receive messages using a Radio-Only

session.

Users can verify that MPS registration was successful by using radio-only sessions to exchange

messages with other Winlink users.

f. Open a VARA HF or PACTOR® radio-only session and send a message to a Winlink
participant who has an established MPS. The message should request a response
via the radio-only hybrid network.

g. Open a VARA HF or PACTOR® radio-only session, connect to a registered MPS,
and download a radio-only message.

h. Send a second Winlink message to a Winlink user requesting that the user reply
with a radio-only message.

i Open a VARA HF or PACTOR® Radio-Only session, connect to the user’s second
registered MPS, and download a radio-only message.

j. (Optional) Confirm that an email is received notifying the user that a radio-only

message is pending at the users MPS.

4.45 Send and receive messages using the VARA HF auto-connection feature.

The Winlink VARA HF auto-connection capability will try connecting to channels in decreasing
propagation quality order until it connects or runs out of channels. The Auto-Connect setup

menu enables the user to define operating parameters for the capability.
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4.4.5.1 Assumptions
None
4.4.5.2 Skills

a. Open a VARA HF Session.

b. Use the Settings- Auto-connect setup... menu to configure the auto-connect

settings. Refer to Figure 31.
C. Send and receive a Winlink message using the VARA HF auto-connect capability.

Confirm that the message was received by the recipient.
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# Vara HF Winlink Session - WATRYQ

[ ] veaTNCsetn 7102700 | Dial Freq. (kHz): [ 7101200 | Bearing: [ 312| Quality:

Select Addto favorites Remove from favorites

Bxit | Settngs | Chamnel Selection  Map  Forecast  Auto-connect Mext chan. Start Stop Abort

Favor

Channe| ]biscunneded

Options for Automatic Connection Feature Allowed Frequency Ranges
Minimum Pactor level: | P3 Specify one range perline in kHz
20000 200420000200
Minimum Vara bandwidth: | 2300 -
Minimum path quality: |40 3000-30000
Minimum distance away: 1 miles
Seconds for status to settle: |2
Seconds not busy: |3
[ Restrict radio-only connections to your registered MPS Excluded RMS

Specify one callsign per line

=

Figure 31. VARA HF Auto-Connect Setup Menu
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4.5 ADVANCED WINLINK HF/VHF/UHF COMMUNICATION SKILLS — DETAILED DESCRIPTION

This section contains a detailed description of the advanced set of Winlink skills needed to
support the deployment and operation of VHF/UHF digipeaters and the advanced networking
protocols of PACTOR® and AREDN™ mesh.

Although these capabilities are not part of the minimum Winlink skills required for deployment,
real world events may occur that require PinCo ACS to deploy and implement one or more of
these capabilities to close critical communication gaps. Therefore, users are encouraged to

become proficient in these skills.

Prior to beginning work on the FM digipeater skills identified below, operators should
demonstrate proficiency with basic VHF/UHF Communications skills (Section 4.1) and hold a
Technician, General, Advanced, or Amateur Extra class FCC license. To begin work on the
Pactor® protocol tasks in this section, the operator should also demonstrate proficiency with
basic HF Communication skills (Section 4.2) and have a General, Advanced, or Amateur Extra

class FCC license.

4.5.1 Configure a VHF/UHF station to operate as a Winlink Digipeater

A digipeater is designed to retransmit digital information rather than voice. While a standard
full-duplex Very High Frequency (VHF)/Ultra High Frequency (UHF) voice repeater receives
information on one frequency and simultaneously retransmits the information on a second
frequency, a digipeater receives digital information, processes the information, and then

retransmits the information on the same frequency.

4.5.1.1 Configure a VHF/UHF station to operate as a VARA FM digipeater.

Any Winlink station that has installed VARA FM can be configured to operate as a VARA FM

digipeater. No special license or additional software is required.
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4.5.1.1.1 Assumptions
VARA FM has previously been installed on the Winlink computer. The Winlink application does

not have to be running for a station to operate as a digipeater.

4.5.1.1.2 Skills
a. Launch VARA FM and configure the application to operate as a digipeater.
b. Manually tune the radio to the appropriate operating frequency and configure

the radio for digital operation.
c. Demonstrate that the digipeater has been properly configured by using the

digipeater to support the skill sets defined in paragraphs 4.5.2.1 and 4.5.3.1.

4.5.1.2 Configure a VHF/UHF station to operate as a UZ7HO Packet FM digipeater.

Any Winlink station that has installed UZ7HO can be configured to operate as a UZ7HO packet

FM digipeater. No special license or additional software is required.

4.5.1.2.1 Assumptions
The UZ7HO application has previously been installed on the Winlink computer. The Winlink

application does not have to be running for a station to operate as a digipeater.

4.5.1.2.2 Skills
NOTE: Verify that the UZ7HO application is closed before attempting to modify the

soundmodem.ini file

a. Open the soundmodem.ini file located in the UZ7HO folder.

b. Enter the call sign for your digipeater in the line labeled MyDigiCall=. Refer to
Figure 32.

C. Save and close the soundmodem.ini file.

d. Launch the UZ7HO application.

e. Manually tune the radio to the appropriate operating frequency and configure

the radio for digital operation.
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Demonstrate that the digipeater has been properly configured by using the

digipeater to support the skill sets defined in paragraphs 4.5.2.2 and 4.5.3.2.

[Init] ~
Priority=2
UTCTime=@
NRMonitorLines=5@8@
PTT=CAT

DispMode=1
StopWF=0

StatLog=@
SndRXDevice=2
SndTXDevice=3
SndRXDeviceName=ICOM 9708 (2- USB Audio CODEC )
SndTXDeviceName=ICOM 9788 (2- USB Audio CODEC )
RXSampleRate=11825
TXSampleRate=11825
RX_corr_PPM=@
TX_corr_PPM=0
DisableUnit=0
TXRotate=8
DualChan=8
DualPTT=0

SCo=1
TXBufNumber=32
RXBufNumber=32
UsestandardTones=1
[AX25_A]

Maxframe=3
Retries=15
FrackTime=5
IdleTime=188@
SlotTime=1ee
Persist=128
RespTime=1508
TXFrmMode=1
FrameCollector=6
ExcludeCallsigns=
ExcludeAPRSFrmType=
KISsOptimization=1
DynamicFrack=e
BitRecovery=1
NonAX25Frm=8
MEMRecovery=28e

My IPOLL=80
Digipeater MyDigiCall=WA1RYQ-5
Call sign HiToneRaise=8
FX25=1

EYIETaarnnn=1
Ln 43, Col 20 100%  Windows (CRLF) UTF-8

Figure 32. UZ7HO Digipeater Call Sign
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4.5.2 Send Winlink messages to and receive messages from a VHF RMS via a

Winlink digipeater.

During both normal and emergent operating conditions, users may not always be able to
directly access a VHF/UHF RMS station. Connectivity may not be possible due to RF range, or
obstruction issues. Power, cell, and internet service may also be interrupted for a variety of
reasons. However, it may still be possible to establish connectivity to a VHF/UHF RMS station if
a VHF/UHF digipeater is operational and within range. Figure 33 displays the topography of a

VHF network that has incorporated a VHF digipeater.

CMS

External E-mail

(ﬁ\,[

Internet
— _/>

—_— -

VHF
Digipeater

i

© '\ P ?
o= =1
Y 2 Y T @ 2 = T
e o= o= e
Local Enclave Remote Enclave
Winlink Operators. Winlink Operators

Figure 33. VHF RMS Communications via Digipeater
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4.5.2.1 Send Winlink messages to and receive messages from a VHF RMS via a VARA FM

digipeater.

4.5.2.1.1 Assumptions

A VARA FM digipeater is available in the affected deployment area and is within RF range of a
VARA FM RMS gateway. The digipeater must also be configured to operate on the same
frequency as the VARA FM RMS gateway.

Although the VARA digipeater station does not require a VARA license, a VARA license is

required by any station attempting to pass information through a VARA digipeater.

4.5.2.1.2 Skills
a. Compose and post a Winlink message to the outbox.
b. Open a VARA FM Winlink session and configure the session to exchange data

with a VARA FM RMS via one or more digipeaters.
NOTE: Winlink will support a chain of up to two digipeaters.

C. Send and receive a Winlink message via a VARA FM RMS using a VARA FM
digipeater. Confirm that the sent message was received.

d. Use the VARA Ping command to determine the audio level (VU) and signal-to-
noise ratio (S/N) reported during a data exchange with the RMS gateway. Refer
to Figure 34 for an example of the VARA FM RF link quality report. The following

information is contained in the report.

(2) The weakest signal strength seen in the RF chain that starts at the RMS
Gateway station and terminates at the local Winlink station.

(2) The weakest signal strength seen in the RF chain that starts at the local
Winlink station and terminates at the RMS Gateway station.

(3) The first digipeater’s audio level as seen by the local Winlink station.

(4) The last digipeater’s audio level as seen by the RMS gateway station.
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Weakest Signal Strength in RF
Chain that starts at RMS

Gateway — Reported by Local
Winlink Station
Connectwith: Vial: Az
[KJARUS-10  |N4B \W7WMS

=| )=

WA1TRYQ KJ4RUS-10

First Digipeater's Audio
Level - Reported by Local

Winlink Station - N
I Second Digipeater’s Audio

/ Level— Reported by RMS

Weakest Signal Strength in RF I
Chain that starts at Local
Winlink Station — Reported by
RMS Gateway

Figure 34. VARA FM RF Link Quality Report — Digipeater

4.5.2.2 Send Winlink messages to and receive messages from a VHF RMS via a UZ7HO Packet

FM digipeater.

4.5.2.2.1 Assumptions
A UZ7HO Packet FM digipeater is available in the affected deployment area and is within RF
range of a Packet RMS gateway. The digipeater must also be configured to operate on the same

frequency as the Packet RMS gateway.

Unlike VARA FM, no special license is required to pass information through a UZ7HO Packet FM

digipeater.
4.5.2.2.2 Skills
a. Compose and post a Winlink message to the outbox.
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b. Open a Packet Winlink session and configure the session to exchange data with a

Packet RMS via one or more digipeaters.
NOTE: Winlink will support a chain of up to two digipeaters.

C. Send and receive a Winlink message via a Packet RMS using a UZ7HO Packet FM

digipeater. Confirm that the sent message was received.

4.5.3 Send and receive P2P Winlink messages through a Winlink digipeater.

In many of the deployment scenarios PinCo ACS is likely to encounter, the power grid, cell
service, and/or internet access are likely to fail. The VHF RMS gateways within the affected area
may not be configured to exchange local messages during an internet outage. To maintain
digital connectivity within the local area, Winlink users may need to exchange messages using a
P2P network protocol. For this set of skills, it is assumed that a subset of stations is unable to
establish or maintain simplex links with other members of the local enclave. Therefore, a

digipeater is needed to maintain digital communications with all network participants.

Figure 35 displays the topography of a P2P VHF network that has incorporated a set of two VHF

FM digipeaters.

e

VHF Winlink Station

P2P via VHF FM
Digipeater Digipeater

® : ( = ( '
anﬂg .Eﬂ mgipeater&ﬂ

VHF FM
Digipeater

VHF Winlink Station Pap P2P via P2P via
PN @ Digipeater Digipeater
3 m. P2P
® «1%
VHF Winlink Station P2p ? -
@ \
o o =g
) Ba’s vullgy s
= | | VHF Winlink Station
VHF Winlink Station Pinellas County EOC

Figure 35. VHF P2P Digipeater Communications
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4.5.3.1 Send and receive P2P Winlink messages through a VARA FM digipeater.

4.5.3.1.1 Assumptions
One or more VARA FM digipeaters are available in the affected deployment area. Although the

VARA digipeater station does not require a VARA license, a VARA license is required by any

station attempting to pass information through a VARA digipeater.

Unlike a standard P2P network, voice and digital communication do not take place on the same
digipeater frequency. Digital message flow control will be performed by manual collision
avoidance; each user waiting for the frequency to become available before sending traffic. If
the net control unit determines that a more managed form of flow control is required, a
separate voice net, using a repeater to maintain connectivity with all net participants, must be

used to manage digital traffic flow.
Three or more stations are needed within the P2P network to exercise this skill set.

NOTE: The frequency and location of each VARA FM digipeater used during an activation event
will be defined by the PinCo ACS Leadership Team, documented in the ICS 205 and ICS 204s that
are incorporated into the PinCo ACS Incident Action Plan (IAP); and distributed to all ACS

communication teams prior to deployment.

4.5.3.1.2 Skills

a. Net Control

(1) Send messages to and receive messages from network participants using
a VARA FM digipeater.

(2) Forward messages received from one network participant to a second
network participant using a VARA FM digipeater.

(3) Coordinate the exchange of digital messages between two network

participants using a VARA FM digipeater.

b. Network participant
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(2) Send messages to and receive messages from net control using a VARA

FM digipeater.
(2) Send a message to and receive a message from a network participant

other than net control using a VARA FM digipeater.
(3) Forward a message received from one network participant to a second

network participant using a VARA FM digipeater.

4.5.3.2 Send and receive P2P Winlink messages through a UZ7HO Packet FM digipeater.

4.5.3.2.1 Assumptions

One or more Packet FM digipeaters are available in the affected deployment area.

Unlike a standard P2P network, voice and digital communication do not take place on the same
digipeater frequency. Digital message flow control will be performed by manual collision
avoidance; each user waiting for the frequency to become available before sending traffic. If
the net control unit determines that a more managed form of flow control is required, a
separate voice net, using a repeater to maintain connectivity with all net participants, must be

used to manage digital traffic flow.
Three or more stations are needed within the P2P network to exercise this skill set.

NOTE: The frequency and location of each Packet FM digipeater used during an activation event
will be defined by the PinCo ACS Leadership Team, documented in the ICS 205 and ICS 204s that
are incorporated into the PinCo ACS Incident Action Plan (IAP); and distributed to all ACS

communication teams prior to deployment.

4.5.3.2.2 Skills

a. Net Control

(2) Send messages to and receive messages from network participants using

a Packet FM digipeater.

81



Pinellas County ACS Winlink Training Plan
Rev (B)
31 October 2023
(2) Forward messages received from one network participant to a second
network participant using a Packet FM digipeater.
(3) Coordinate the exchange of digital messages between two network

participants using a Packet FM digipeater.
b. Network participant

(1) Send messages to and receive messages from net control using a Packet
FM digipeater.

(2) Send a message to and receive a message from a network participant
other than net control using a Packet FM digipeater.

(3) Forward a message received from one network participant to a second

network participant using a Packet FM digipeater.

4.5.4 Configure an HF Winlink station that supports PACTOR® protocols.

This section describes the skills needed to connect a PACTOR® TNC to an HF transceiver;
configure the Winlink software and transceiver settings for PACTOR®; and adjust the system
receive and transmit audio gain levels for proper operation. Because a wide variety of radio
configurations exist, it is not practical to include detailed instructions for any specific
configuration. Users are encouraged to consult the SCS documentation set provided with the

PACTOR® TNC and to seek guidance from the Web site references documented in Appendix B.

Prior to beginning work on this skill set, operators should demonstrate proficiency with basic HF
Communications skills (Section 4.2) and have a General, Advanced, or Amateur Extra class FCC

license.

4.5.4.1 Assumptions

The Winlink operator has access to the internet; an HF amateur radio and antenna system; and

a computer capable of interfacing with the PACTOR® TNC and Transceiver.
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4.5.4.2 Skills
a. Connect the PACTOR® TNC to the HF Transceiver.
(1) Transceiver Control: Connect the PACTOR® TNC’s Transceiver control port

to the transceiver’s remote-control connector.

(2) Transmit and Receive Audio: Connect the PACTOR® TNC'’s Transceiver

audio port to the Transceiver’s external audio input-output connector.

b. Connect the Winlink computer to the PACTOR® TNC. Depending on the TNC
model and the options installed within the TNC, the connection can be made via
USB, Bluetooth®, or ethernet.

c. Configure the HF transceiver to communicate with the PACTOR® TNC.

d. Open a Winlink PACTOR® session and configure the following session settings.
(2) PACTOR® TNC Settings:

(a) TNC Type (e.g., PTC-DR7400, PTC-DR7800, etc.)

(b) TNC Serial Port and Baud Rate used to communicate with the
Winlink Computer.

(c) Max PACTORE® Level: Set to 3.

NOTE: For operation within US Amateur radio bands, PACTOR® Level 3 is the maximum level

authorized for use by the FCC.
(2) PACTOR® Radio Settings:
(a) Radio Model, control port, and PTT settings.

e. Configure the PACTOR® TNC's Phase-Shift Keying (PSK) and Frequency-Shift

Keying (FSK) transmitter drive levels.

4.5.5 Send and receive messages via HF PACTOR®.

The network topography used during PACTOR® message exchange is the default HF

configuration displayed in Figure 8.
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4.5.5.1 Assumptions

HF RMS Gateway stations are operational and have internet access. All messages are sent and

received via HF RMS gateways.

4.5.5.2 Skills
a.

b.

Update the channel selection table for PACTOR®.
For each of the HF bands listed below, compose, send, and receive a Winlink
message via an HF RMS gateway using PACTOR®. Confirm that the message was

received by the recipient.

(2) 80 Meters
(2) 40 Meters
(3) 30 Meters

Send and receive a Winlink message using the Pactor® auto-connect capability.

Confirm that the message was received by the recipient.

4.5.6 Configure a Winlink AREDN™ mesh station.

TBD

4.5.7 Send and receive Winlink messages via AREDN™ mesh.

TBD
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5 WINLINK TRAINING AND EVALUATION

Winlink training is used to help users learn and practice the Winlink skill sets needed to support
the deployment of Winlink operators during an exercise or activation event. Winlink drills and
exercises will be used to evaluate the performance of both individual Winlink users and PinCo

ACS to perform these tasks.

The completion of the training defined in this document does not by itself signify that an
individual is qualified to support an activation event. Readers should refer to the Pinellas
County ACS Emergency Communications Plan and Standard Operating Procedures document for

a complete set of training requirements.

5.1 TRAINING AND EVALUATION DEFINITIONS

The Winlink Training Score Card uses Task Codes to define the operating environment under
which a user can demonstrate his/her ability to perform a specific task. The following

definitions are used to clarify the applicability of each Task Code used by the score card.

5.1.1 Small- and Large-Scale Exercise Types

The following list of operation-based exercises are defined as either small-scale or large-scale

exercises.

5.1.1.1 Drill

“A coordinated, supervised activity usually used to test a single specific operation or function in
a single agency. Drills are commonly used to provide training on new equipment, develop or
test new policies or procedures, or practice and maintain current skills. Typical attributes
include the following: A narrow focus, measured against established standards; Instant

feedback; Performance in isolation; Realistic environment.” (B. Wayne Blanchard, 2008)
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5.1.1.2 Functional Exercise (FE)

“An activity designed to test and evaluate individual capabilities, multiple functions, activities
within a function, or interdependent groups of functions. Events are projected through an
exercise scenario with event updates that drive activity at the management level. [A] Functional
Exercise simulates the reality of operations in a functional area by presenting complex and
realistic problems that require rapid and effective responses by trained personnel in a highly

stressful environment.” (B. Wayne Blanchard, 2008)

5.1.1.3 Full Scale Exercise (FSE)

“A multi-agency, multi-jurisdictional, multi-organizational activity that tests many facets of
preparedness. They focus on implementing and analyzing the plans, policies, procedures, and
cooperative agreements developed in discussion-based exercises and honed in previous,
smaller, operations-based exercises. In FSEs, the reality of operations in multiple functional
areas presents complex and realistic problems that require critical thinking, rapid problem
solving, and effective responses by trained personnel. During FSEs, events are projected
through a scripted exercise scenario with built-in flexibility to allow updates to drive activity.
FSEs are conducted in a real-time, stressful environment that closely mirrors real events.” (B.

Wayne Blanchard, 2008)

5.1.1.4 Simulated Emergency Test (SET)

“The ARRL® Simulated Emergency Test is a nationwide exercise in emergency communications,
administered by ARRL Emergency Coordinators and Net Managers. Both ARES and the National
Traffic System are involved. The SET weekend gives communicators the opportunity to focus on
the emergency communications capability within their community while interacting with NTS™
nets. ...The official SET weekend is the first full weekend of October; however, ARES groups are
free to conduct their SET any time during the calendar year. The activity period should not

exceed 48 hours.” (American Radio Relay League® (ARRL), 2015)

5.1.2 Events

Public service events include but are not limited to races, runs, walks, festivals, etc.
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5.1.3 Tabletop Exercise (TTX)

“An activity that involves key personnel discussing simulated scenarios in an informal setting.
This type of exercise can be used to assess plans, policies, and procedures or to assess the
systems needed to guide the prevention of, response to, and recovery from a defined incident.
TTXs typically are aimed at facilitating understanding of concepts, identifying strengths and
shortfalls, and achieving changes in attitude. Participants are encouraged to discuss issues in
depth and develop decisions through slow-paced problem solving, rather than the rapid,
spontaneous decision making that occurs under actual or simulated emergency conditions.” (B.

Wayne Blanchard, 2008)

5.2 WINLINK TRAINING

The purpose of Winlink training is to help users learn and practice the Winlink skill sets needed
to support the deployment of Winlink operators to remote locations within or outside Pinellas
County during an exercise or activation event. Self-paced online learning, on-line training

meetings, and radio training nets will be used to support training within PinCo ACS.

5.2.1 Self-paced online Winlink training

Individual on-line self-paced Winlink training allows users to learn about Winlink and its
associated applications and hardware on their own schedule. The four topic areas listed below
identify information sources and tools readily available on-line. Individuals are encouraged to

examine and use the tools as appropriate.

a. On-line Documentation and Presentations: The web sites associated with

Winlink, VARA, and UZ7HO contain application specific documentation and
presentations.

b. On-line Training Videos: Several Amateur Radio and ARES® organizations have

created training videos to assist with Winlink and other topics. Refer to the

training entries in Appendix B for Website information.
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C. Discussion Groups: A variety of on-line discussion groups are available. Each has

a significant archive of topics that can be accessed and subject matter experts to
answer questions. Refer to the discussion group entries in Appendix B for
Website information.

d. Winlink Training Nets: Amateur Radio groups throughout the country have set

up Winlink training nets that provide users with opportunities to practice
exchanging messages. Several offer HF P2P connection opportunities. Refer to

Figure D- 1 in Appendix D for a list of active Winlink training nets.

5.2.2  Winlink On-line Training Meetings

Winlink on-line training meetings (Zoom, MS Teams, Google Meet, etc.) will be used to assist
users with specific Winlink issues, to present training information to the membership, and to
exchange lessons learned obtained from drills and exercises. Online meetings will be scheduled
on an as-needed basis. Winlink bulletins and training net announcements will be used to notify

the membership of upcoming on-line meetings.

5.2.3 PinCo ACS Winlink Training Net

The PinCo ACS Winlink training net will be used to familiarize PinCo ACS participants with
Winlink skills and to practice digital network operations. Each net will be narrowly focused on a
small set of Winlink skills and will be designed to require one hour or less to complete. Network
activities will include both directed radio nets and unmanaged radio nets. Directed radio nets
will have an active net control station and make use of local VHF/UHF repeaters, RMS
gateways, digipeaters, and simplex frequencies. Unmanaged nets will not have an active net
control station and will have an operating window of one to five days. Unmanaged nets are
designed to provide participants with the additional time needed to research, practice, or

request assistance before performing the planned network activity.
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5.2.3.1 Implementation

The net control station will send a Winlink bulletin to all registered PinCo ACS Winlink Training
Net participants on the Monday prior to a scheduled Winlink net. The Bulletin will contain the

following information.

a. Training Net Objectives

b. Network type, date, time, and duration

C. Description of net activities

d. Location of additional material needed to support the net

The training net will be conducted in accordance with the information provided in the weekly

Winlink training bulletin.

5.2.3.2 Schedule
Winlink Training Nets will take place twice per month. A training net will not take place in the
same week that a Winlink drill, Functional Test, Simulated Emergency Test, or Full-Scale

Exercise is scheduled.

5.2.3.3 Location

As a rule, Winlink users will participate in training nets from their home address.

5.3 WINLINK PERFORMANCE EVALUATION

Winlink performance evaluation is used to assess the ability of individual users and the PinCo
ACS organization to perform the Winlink skills needed during the deployment of Winlink
operators during an activation event. Winlink drills, Functional Exercises, Full Scale Exercises,
and SETs will be used to evaluate performance. Only one drill or exercise will take place during

any calendar month.

5.3.1  Winlink Drills

Winlink drills will be used to exercise specific Winlink skills, practice digital network operations,

and assess user performance. Each drill will be narrowly focused on a small set of Winlink skills
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and will be designed to require one hour or less to complete. Drills will be the primary tool used

to certify Winlink user performance.

5.3.1.1 Implementation

On the Tuesday prior to the drill, the PinCo ACS Training Net will be used to distribute
information and field questions about the drill. When the drill requires detailed information to
be distributed, the information will be distributed via email and/or Winlink. A copy of the

material will also be placed on the PinCo ACS website.

5.3.1.2 Schedule
Winlink drills will take place once per month except during those months in which a Functional

Test, Simulated Emergency Test, or Full-Scale Exercise is scheduled.

5.3.1.3 Location

As a rule, Winlink users will participate in drills from their home address.

5.3.1.4 After-Action Report and Improvement Plan

One week after the drill, the Winlink Training Net will be used to provide feedback to drill
participants, discuss issues encountered during the drill, and field recommendations for

additional training and drill activities.

5.3.2 Winlink Functional Exercise

A Winlink Functional Exercise can be a stand-alone event or be performed in conjunction with a
larger PinCo ACS exercise. Each Functional Exercise will require participants to perform multiple
Winlink skills that are associated with VHF/UHF and HF deployments. The exercise may also
incorporate a subset of the Advance Winlink Skills identified in paragraph 3.5. Each Functional

Exercise will be designed to require no more than 8 hours to complete.

5.3.2.1 Implementation

A detailed plan will be developed for each Winlink exercise and distributed to all participants

prior to the event.
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5.3.2.2 Schedule
A Winlink Functional Exercise will take place once per year. The Functional Exercise will be
scheduled approximately 6 months before any scheduled simulated emergency test or full-scale
exercise. During the month that the Functional Exercise is scheduled, no Winlink training drill

will be performed.

5.3.2.3 Location
The detailed plan developed for the Functional Exercise will identify the location and staffing

requirements for each Winlink station.

5.3.2.4 After-Action Report and Improvement Plan

Following the exercise, an after-action meeting with the participants will be held to discuss
issues encountered and recommendations going forward. The PinCo ACS Training Officer, will
then generate a written after-action report and improvement plan. A copy of the report will be
delivered to the PinCo ACS leadership team and all exercise participants. During the next
scheduled PinCo ACS meeting following the exercise, the PinCo ACS Training Officer will brief

the PinCo ACS membership on the exercise and its outcome.

5.3.3 Simulated Emergency Test (SET) or Full-Scale Exercise

A stand-alone Winlink full-scale exercise/SET will not be performed. Instead, Winlink will be
fully incorporated into the annual full-scale exercise/SET performed by PinCo ACS. Each full-
scale exercise/SET will require participants to perform multiple Winlink skills that are associated
with VHF/UHF and HF deployments. The full-scale exercise/SET may also incorporate a subset
of the Advanced Winlink Skills identified in paragraph 3.5. Each full-scale exercise/SET will be

designed to require no more than 8 hours to complete.

5.3.3.1 Implementation

Each full-scale exercise/SET will be designed as a Homeland Security Exercise Evaluation
Program (HSEEP) compliant exercise that will incorporate, to the maximum extent possible,

local government agencies and NGOs.
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A detailed plan will be developed for each full-scale exercise/SET and distributed to all

participants prior to the event.

5.3.3.2 Schedule
Only one full-scale exercise or SET will take place per year. The full-scale exercise/SET will be
scheduled approximately 6 months after any scheduled Functional Exercise. During the month

that the full-scale exercise or SET is scheduled, no Winlink training drill will be performed.

5.3.3.3 Location
The detailed plan developed for the full-scale exercise/SET will identify the location and staffing

requirements for each Winlink station.

5.3.3.4 After-Action Report and Improvement Plan

Following the exercise/SET, an after-action meeting with the participants will be held to discuss
issues encountered and recommendations going forward. The PinCo ACS Training Officer will
then generate a written after-action report and improvement plan. A copy of the report will be
delivered to the PinCo ACS leadership team and all exercise participants. During the next
scheduled PinCo ACS meeting following the exercise, the PinCo ACS Training Officer will brief

the PinCo ACS membership on the exercise and its outcome.

For SET events, the PinCo ACS Admin Officer will create and deliver the appropriate ARRL® SET

documentation to ARRL®.
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Appendix A

A APPENDIX A - ACRONYMS, ABBREVIATIONS, AND DEFINITIONS

A.1 ACRONYMS

The following acronyms are used in this document.

ACRONYM DEFINITION

ACS Auxiliary Communication Service

AGC Automatic Gain Control

APRS® Automatic Packet Reporting System
APRS-IS Automatic Packet Reporting System-Internet System
ARC American Red Cross

ARDOP Amateur Radio Digital Open Protocol
AREDN™ Amateur Radio Emergency Data Network
ARES® Amateur Radio Emergency Service®
ARRL® American Radio Relay League

AUXC Auxiliary Communicator

BOK Book of Knowledge

CMS Common Message Server

COTS Commercial Off the Shelf

Csv Comma Separated Value

DYFI Did You Feel It

EOC Emergency Operations Center

FCC Federal Communication Commission

FE Functional Exercise

FEMA Federal Emergency Management Agency
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ACRONYM

FM
FSE
FSK
GIS
GPS
HF
HICS
HSEEP
HTML
ICS

KML
MGRS
MPS
MS
NGO
NIMS
NMEA
NTS™
NVIS
P2P
PDF
PTB
PSK
PTT
RATPAC
RF
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DEFINITION

Frequency Modulation

Full Scale Exercise

Frequency-Shift Keying

Geographical Information System
Global Positioning System

High Frequency

Hospital Incident Command System
Homeland Security Exercise Evaluation Program
Hypertext Markup Language

Incident Command System

Internet Protocol

Keyhole Markup Language

Military Grid Reference System
Message Pick-up Station

Microsoft

Non-Governmental Organization
National Incident Management System
National Marine Electronics Association
National Traffic System™

Near Vertical Incident Skywave
Peer-to-Peer

Portable Document Format

Position Task Book

Phase-Shift Keying

Push-to-Talk

Radio Amateur Training Planning and Activities Committee

Radio Frequency
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ACRONYM

RMS
RRI
SDG
SET
TCP/IP
TNC
TTX
UHF
uSB
USGS
UTC
VU
VHF
WCF
XML
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DEFINITION

Radio Message Server

Radio Relay International

San Diego

Simulated Emergency Test
Transmission Control Protocol/Internet Protocol
Terminal Node Controller
Tabletop Exercise

Ultra High Frequency

Universal Serial Bus

United States Geological Survey
Coordinated Universal Time
Voltage Units

Very High Frequency

West Central Florida

Extensible Markup Language

A.2 ABBREVIATIONS

The following abbreviations are used in this document.

ABBREVIATION DEFINITION

Digipeater Digital Repeater

EmComm Emergency Communications
Hz Hertz

kB Kilobytes

LAX Los Angeles

PinCo Pinellas County
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ABBREVIATION  DEFINITION

S/N Signal to Noise Ratio
SHARES Shared Resources
WX Weather

A.3 DEFINITIONS
The following definitions are used in this document.

A.3.1 AMATEUR RADIO EMERGENCY SERVICE® (ARES®).

“The Amateur Radio Emergency Service® (ARES®), a program of ARRL, The national association
for Amateur Radio®, is comprised of organized, trained, and identified Amateur Radio operators
who augment and support vital communications on behalf of the public through partner
agencies and organizations during emergencies and disasters. The Amateur Radio Emergency
Service, through its volunteer radio communicators, strives to be an effective partner in
emergency and disaster response, providing public service partners at all levels with radio

communications expertise, capability, and capacity.” (ARRL, 2022)

A.3.2  AMERICAN RADIO RELAY LEAGUE® (ARRL).

“The national organization of Amateur Radio Service operators that has memorandum of
understanding with national served agencies that use amateur radio operators as primary or
secondary means of communications.” (Pinellas County Auxiliary Communications Service,

2012)

A.3.3 AREDN™ MESH NETWORK.

“An Amateur Radio Emergency Data Network (AREDN™) is a high-speed data network built with
Amateur Radio Operators and Emergency Communications Infrastructure in mind. ... AREDN™
uses commercial off-the-shelf (COTS) hardware originally intended to be used for unlicensed

WIFI and re-purposes it to fits the needs of Amateur Radio Operators. ... Networks built on top
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of AREDN™ are IP based, very similar to but not dependent upon, the Internet and operating
under the rules for Amateur Radio operators. Well-used publicly documented protocols (IPv4)

are utilized to provide the greatest flexibility to local implementers of these high-speed

networks.” (Amateur Radio Emergency Data Network, 2021)

A.3.4  AuxiLIARY COMMUNICATIONS SERVICE (ACS).

“An Amateur Radio Service, using amateur stations as well as County Radio equipment to
support and augment local government communications during periods of local, regional, or
national emergencies and is Only activated by the Pinellas County Division of Emergency

Management.” (Pinellas County Auxiliary Communications Service, 2012)

A.3.5 COMMON MESSAGE SERVER (CMS).

“The Common Message Servers (CMS) are the common coordinating engines at the heart of the
Winlink 2000 "star" Network configuration. They coordinate the traffic between network radio
server stations (RMS gateway stations), and provide the email, telnet, bulletin and position
reporting services. All this is done over the Internet using TCP/IP for speed, and to use the
amateur radio spectrum efficiently. Winlink gets synergy of both the internet and radio
spectrum without suffering connectivity failures or crowding the amateur bands. Each of the
existing Common Message Servers is a mirror image of the other, providing continual
redundancy should one of these servers become inoperative. The CMS Telnet server is
compatible with AirMail, Paclink, Outpost, Windows Telpac, Telpac Node/LinuX, Linux RMS
Gateway, RMS Packet, and RMS Pactor gateway software. There can be up to five active CMS
sites. The sites are [geographically] distributed worldwide, are synchronized, and any single site
is capable of handling all traffic for the entire network.” (Amateur Radio Safety Foundation,

Inc., 2021)

A.3.6  DIGIPEATER.

The term Digipeater is an abbreviation for Digital Repeater. It is a device designed to retransmit
digital information rather than voice. While a standard full-duplex Very High Frequency

(VHF)/Ultra High Frequency (UHF) voice repeater receives information on one frequency and
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simultaneously retransmits the information on a second frequency, a digipeater receives digital

information, processes the information, and then retransmits the information on the same

frequency.

A.3.7 EMERGENCY OPERATIONS CENTER (EOC).

“The physical location at which the coordination of information and resources to support
incident management (on-scene operations) activities normally takes place. An EOC may be a
temporary facility or may be located in a more central or permanently established facility,
perhaps at a higher level of organization within a jurisdiction. EOCs may be organized by major
functional disciplines (e.g., fire, law enforcement, medical services), by jurisdiction (e.g.,

Federal, State, regional, tribal, city, county), or by some combination thereof.” (FEMA, 2021)

A.3.8 ENCLAVE.

A section of a network that is subdivided from the rest of the network.

A.3.9 FeDERAL COMMUNICATIONS CommissioN (FCC).

The United States Government agency charged with regulation of interstate and foreign

communications.

A.3.10 FEDERAL EMERGENCY MANAGEMENT AGENCY (FEMA).

The United States Government agency charged with planning for and coordinating the response

to national and regional disasters.

A.3.11 GRID SQUARE (MAIDENHEAD LOCATOR SYSTEM).

“A geographic co-ordinate system used by amateur radio operators to succinctly describe their

locations, ...” (Wikipedia, Maidenhead Locator System, 2021)

A.3.12 NATIONAL MARINE ELECTRONICS ASSOCIATION (NMEA) 0183 FORMAT.

“NMEA 0183 is a combined electrical and data specification for communication between
marine electronics such as echo sounders, sonars, anemometer, gyrocompass, autopilot, GPS

receivers and many other types of instruments. It has been defined by, and is controlled by,
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the National Marine Electronics Association. It replaces the earlier NMEA 0180 and NMEA
0182 standards.” (Wikipedia, NMEA 0183, 2020)

A.3.13 NATIONAL TRAFFIC SYSTEM (NTS™).

The official ARRL® national network for routing traffic between sections.

A.3.14 PACKET RADIO.

“Packet uses AX.25, a version of the X.25 protocol, which has been adapted by [Amateur Radio
Operators] for VHF Packet radio. Packet allows multiple stations to time-share the same radio
frequency. Data is broken up into blocks, or packets, which are transmitted and acknowledged

independently.” (Pinellas County Auxiliary Communications Service, 2012)

A.3.15 PACTOR® pPROTOCOLS.

“Pactor is the invention of SCS GmbH & Co. KG. Pactor 1 is an "open" mode available on many
manufacturer's TNCs. Pactor 2, 3 and 4 are proprietary to SCS and only available on SCS PTC

range of products.” (Amateur Radio Safety Foundation, Inc., 2021)

A.3.16 RADIO MESSAGE SERVER (RMS).

Winlink Radio Message Servers are Radio Frequency (RF) gateway stations between Winlink
users (clients), the Winlink CMS, and/or other RMS stations. When operating in conventional
mode, messages exchanged with Winlink users are passed to and from the CMS via the
internet. When operating in Hybrid High Frequency (HF) radio-only mode, messages are routed
to other RMS stations using PACTOR® or VARA HF radio forwarding. During radio-only
operation, Winlink users must designate one or more RMS stations as a Message Pick-up
Station (MPS). These RMS stations will store Winlink user messages for each designated user

until the messages are retrieved by that user.

A.3.17 SERVED AGENCY.

Served Agencies are the Government and Non-Government Organizations (NGO) and agencies
served by ACS during periods of local, regional, or national emergencies. The government

agencies served include but are not limited to local or state emergency management agencies,
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Emergency Operations Centers, public safety agencies such as law enforcement or fire service,
street, road and highway maintenance departments, etc. NGOs supported by ACS include the

American Red Cross, Catholic Relief Services, Adventist Disaster Response, Presbyterian

Disaster Assistance, and Salvation Army.

A.3.18 SHARED RESoURCES (SHARES).

“The SHAred RESources (SHARES) High Frequency (HF) Radio Program coordinates a voluntary
network of government, industry, and disaster response agency HF radio stations used for
emergency communications. SHARES supports government (federal, state, and county), critical
infrastructure, and nationwide or multi-state disaster response organizations in two ways: by
transmitting emergency messages when normal communications systems are destroyed or
unavailable, and by providing HF radio channels for interoperability. SHARES supports
Emergency Support Function Two (ESF #2), Communications, and helps participants maintain
awareness of applicable regulatory, procedural, and technical issues. SHARES is a program of

III

the National Coordinating Center for Communications (NCC), a division of CISA Centra

(CYBERSECURITY & INFRASTRUCTURE SECURITY AGENCY, 2021)

A.3.19 SNEAKER-NET.
“Sneaker-net, is an informal term for the transfer of electronic information by physically moving
media such as magnetic tape, floppy disks, optical discs, USB flash drives or external hard drives

between computers rather than transmitting it over a computer network.” (Wikipedia,

Sneakernet, 2021)

A.3.20 TELNET.

“Telnet is an application protocol used on the Internet or local area network to provide a
bidirectional interactive text-oriented communication facility using a virtual terminal

connection.” (Wikipedia, Telnet, 2021)
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A.3.21 VARA.

VARA HF and VARA Frequency Modulation (FM) are proprietary software modems developed
by Jose Alberto Nieto Ros, EASHVK. Both applications are available for use under a shareware

license.

A.3.22 WHITELIST.

With the proliferation of unwanted email, spam, email servers have been forced to develop
filtering systems that identify and prevent spam from being delivered to users. Since Winlink
email is broadcast over Amateur Radio frequencies, the content of email messages sent by
Winlink must also conform to FCC part 97 requirements. The primary source of email likely to
contain unwanted information or content that would violate FCC requirements is the internet.
To mitigate internet spam from entering the Winlink system, Winlink has implemented an
accept-deny list filtering system for all internet email that is addressed to Winlink recipients.
Within Winlink, this accept-deny list filtering system is referred to as a whitelist/blacklist
system. Each Winlink user account has a unique whitelist (accept list). The content of the user’s
whitelist can be managed through the Winlink application or by logging into the user’s Winlink

internet account.

When Winlink receives an internet email that is addressed to a Winlink recipient, Winlink
examines the recipient’s whitelist. If the sender’s internet email address is on the user’s
whitelist, the email is routed through Winlink to the recipient. If the sender’s address is not on

the whitelist, the email is rejected.

By default, the whitelist for each new Winlink account is blank. Internet email addresses are
automatically added to a users’ whitelist each time the user sends an email to a new internet
address. whitelist entries (email addresses) are automatically removed from a user’s whitelist if

they are not used for a period of four hundred days.

There is only one exception to the whitelist filter system. Internet email users can bypass the

whitelist filter system by placing the phrase “//WL2K" in the subject line of the email.
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NOTE: Winlink does not filter messages exchanged between individual Winlink users.

Therefore, it is incumbent upon all Winlink users to ensure that message content is fully

compliant with FCC Part 97 requirements.

A.3.23 WINLINK GLOBAL RADIO EMAIL®.

“...A network of amateur radio and authorized government-licensed stations that provides
worldwide radio email using radio pathways where the internet is not present. The system is
built, operated and administered entirely by licensed [Amateur Radio] volunteers. It supports
email with attachments, position reporting, weather and information bulletins, and is well-
known for its role in interoperable emergency and disaster relief communications. It is capable
of operating completely without the internet--automatically--using smart-network radio relays.
Licensed Winlink operators/stations use both amateur radio and government radio frequencies

worldwide. Support for the system is provided by the Amateur Radio Safety Foundation, Inc., a

US 501(c)(3) non-profit, public-benefit entity. Winlink Global Radio Email® is a US registered
trademark of the Amateur Radio Safety Foundation, Inc.” (Amateur Radio Safety Foundation,

Inc, 2021)

A.3.24 WINLINK HYBRID NETWORK.

“A voluntary subset of RMS HF and RMS VHF/UHF stations which can exchange messages (on
behalf of others) between each other using "radio", in addition to performing their normal
WL2K functions. The goal of this function is to enable Winlink users to function during an
"internet outage", without using the "peer-to-peer" method.” (Amateur Radio Safety

Foundation, Inc., 2021)
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Appendix B

B APPENDIX B - WEBSITE REFERENCES

WEBSITE REFERENCES

ACS — Pinellas County Communications Plan: Pinellas ARES/ACS Communication Plan

ACS - Pinellas County: Pinellas County ACS Home Page

ACS - Pinellas County: PinCo ACS Groups.io Website

American Radio Relay League: WWW.ARRL.ORG

American Red Cross (ARC) EmComm Training: ARC EmComm Training Home Page

ARES® — WCF Section — Documents: WCF ARES Home Page and Documents

ARRL® West Central Florida Section: WCF ARRL Section Home Page

Discussion Group - American Red Cross: https://emcomm-training.groups.io/g/main/topics

Discussion Group — RATPAC: Radio Amateur Training Planning Groups.io

Discussion Group — SEC- ARES®: SEC-ARES Groups.io Main Page

Discussion Group — VARA Modem: VARA Modem Groups.io

Discussion Group — Winlink Programs Group: Winlink Programs Google Group

EmComm-Training Organization™: EmComm-Training.org

FEMA Acronyms, Abbreviations, and Terms: FEMA Acronyms, Abbreviations, and Terms PDF

FEMA Training Glossary: FEMA Glossary

ICS Interactive Forms: FEMA ICS Forms for Download

Master Communications: Masters Communications Home Page

Radio Relay International: https://radio-relay.org

Training - Past RATPAC Presentations: http://tiny.cc/ratpac-list

Training - Videos, Winlink — San Diego ARES®: Winlink YouTube Training

UZ7HO Software Packet Radio TNC: UZ7HO Sound Modem
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WEBSITE REFERENCES

VARA - EA5HVK Weak Signal Software: https://rosmodem.wordpress.com/2011/01/10/ros-

2/VARA HF, and VARA FM

Winlink Book of Knowledge (BOK): Winlink Book of Knowledge

Winlink BOK - Form use by non-Winlink Users: Winlink ICS Form use by non-Winlink Users

Winlink Home Page: https://www.winlink.org

Winlink Software Download Page: https://downloads.winlink.org
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https://www.winlink.org/content/winlink_book_knowledge
https://www.winlink.org/content/express_forms_use_non_express_user
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https://downloads.winlink.org/
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Appendix C

C APPENDIX C - WINLINK TEMPLATE-BASED MESSAGES

This section of the document contains examples of the Winlink HTML template-based messages

used in the training plan.
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Winlink Check-in

Click to add your agency/group name to fitle Load Check-in Data Form Info

1. STATION

a. Date/Time: ‘2023—10—01 17:16:15

b. To: |Send to Separate Calls/Emails with a SEMICOLON; You can madify prior to posting. | Clear ALl "Send Ta" Entries

1]

. From: [WA1RYQ d. Station Contact Name: [Station Contact Name \ e. Initial Operator(s): |Initial Operator(s)

2. SESSION
a. Type: @ EXERCISE O REAL EVENT b. Service: ® AMATEUR O SHARES c.Band @ NA O Telnet OHF O WVHF O UHF O SHF

d. Session: ® Telnet O Packet O Pactor O RobustPacket O Ardop O VARAHF O VARAFM O IridiumGo O Mesh

3. LOCATION

a. Location: |Example: Hope Hospital, parking lot C near ER entrance |

b. LATITUDE: |2?.840658 c. LONGITUDE: |-82.828327 | d. MGRS: |17RLL19953580893 e.GRID SQUARE: |[EL870u

LAT/LON and MGRS default to the center of the grid square listed in Express Settings, unless a GPS is used or Lat/LON or MGRS must be entered manually.
Without properly formatted GP 8 coordinates this form cannot be mapped in Winlink Express.

4.. COMMENTS: Max Characters 500
Such as: On batteries. Need relief in 6 hours. A Brief SitRep. Operators Names. Special notes for next shift. Mode being used that was indicated as OTHER.

Submit| [Save Check-n Data| [Reset Form| Ver 5.0.5

Figure C- 1. Winlink Check-in Form
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Load Check-out Data

1. STATION

a. Date/Time: |2023—10-01 17:18:49

b. To: |Separate Calls/Emails with a SEMICOLON; You can modify prior to posting. | Clear ALl "Send Ta" Entries.

c. From: [WA1RYQ d. Station Contact Name: [Station Contact Name \ e. Initial Operator(s): [Initial Operator(s)

2. SESSION

a. Type: @ EXERCISE O REALEVENT  b. Service: ® AMATEUR O SHARES c.Band @ NA O Telnet OHF O vHF O uHF O SHF

d. Session: @ Telnet O Packet O Pactor O Robust Packet O Ardop O VARAHF O VARAFM O Iridium Goe O Mesh

3. LOCATION

a. Location: |Example: Hope Hospital, parking lot C near ER entrance ‘

b. LATITUDE: |27.84OT18 c. LONGITUDE: |-82.828498 | d. MGRS: [17RLL1293680900 e.GRID SQUARE: |EL870u

LAT/LON and MGRS default to the center of the grid squars listed in Express Settings, unless a GPS is used or Lat/LON or MGRS must be entered manually.
Without properly formatted GPS coordinates this form cannot be mapped in Winlink Express.

4.. COMMENTS: Max Characters 500
Such as: On batteries. Need relief in 6 hours. A Brief SitRep. Operators Names. Special notes for next shift. Mode being used that was indicated as OTHER.

Submit| [Save Check-out Data| [Reset Form| Ver 5.0.5

Figure C- 2. Winlink Check-out Form
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Amateur Radio RADIOGRAM Text Creator

Read Help and Instructions!

Date

OCT1

Number P Handling Instructions Station Of Origin Check Place of Origin Time
185 R a NONE . WAIRYQ I 0 | |lex owis HEAD ME || [optional
EMERGENCY HXA Change if not you.
[ sve Handier use) fv HE O current UTC Time
-
Emergency not in HX Help O current Local Time

use at this time.

ADD MORE HX INFO |

® no Time

TO:

Name: [FIRSTAND LAST NAME MINIMUM | calsign: [IF ANY OR KNOWN \

Address: [OPTIONAL |

| stateorProvince: [ST | zietercoses Zip: [USAICAN

City / Town: |VERIFY YOUR SPELLING

Country: [OPTIONAL |

Phone: (555 555 5555 Extension: |#'s ONLY

E-mail: |NEED EMAIL, PHONE, OR BOTH TO ENSURE DELIVERY.

Op Note about this Radiogram: |OPTIONAL - KEEP IT SHORT!I

MESSAGE TEXTCheck:| 0 | Numbered Message Help

SUGGESTION IS NO MORE THAN 25 GROUPS (WORDS)

‘Click here to preview for accuracy BEFORE you SUBMIT|

Signature (name) of person for whom message originated: |PERSON WHO ORIGINATED THIS MESSAGE

Operator Note: |OPTIONAL - KEEP T SHORT! |

>>> NOW CLICK HERE and select a Liaison Station <<<

YOU MAY ENTER ANY ADDRESS HERE |

Contact KB1TCE about this form: Ver 10.6

Figure C- 3. Amateur Radio RADIOGRAM
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INCIDENT RADIO COMMUNICATIONS PLAN (ICS 205)

1. Incident Name:

Form Information

2. Date /Time Prepared

[Click to Add DaterTime

Load ICS205 Data

3. Operational Period

L
L]

4. Basic Radio Channel Use:

Paste Channel Data from a Spreadsheet

Zone
Grp.

Ch# Function

Channel Name / Trunked Radio
System Talkgroup

Assignment RX Freq Norw

RX
Tone / NAC

™
Tone | NAC

Remarks

5. Special Instructions: (Be Brief)

6. Approved by (CUL) Name: |

Attach CSV data file to message? O Yes

[submit]  (save1cs205 Data) (Reset Form |

[Export Data to csv fike]

| Date/Time: [Click o Add Date/Time

ICS205  Ver19.5

| IAP Page: [ |

Figure C- 4. ICS 205 Incident Radio Communications Plan
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|SET.LID| Click to add an agency or group name

General Message (ICS 213)

(J THIS IS AN EXERCISE [ Load 1CS213 INITIAL Data | Form Instructions

1. Incident Name: |Inciden1 name is optional |

2. To (Name/Position): | |

3. From (Name/Position): | |

4. Subjct T R 3 R

7. Message:

Be Brief and Concise

8. Approved by: | | 8b. Position / Title:

Optional Location Coordinates

Latiude [27 840698 | Longitude|-82.828397 | MGRS|1?RLL199468089? | Grid [EL870u

LATAON and MGRS default to the center of the grid square listed in Express Seftings, unless a GPS is used or LatLON or MGRS are entered manually.
For Winlink mapping and CSV export you must enter a latitude and longitude.

(Save ICS213 INITIAL Data] ~ [Reset Form | Ver 43.0

Figure C- 5. ICS 213 General Message
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Click to add an agency or group name

RESOURCE REQUEST MESSAGE  (ICS 213RR)

1. Incident Name | | 2.DateMme | Click to Add DaterTime | [LoadIcs213RR Data ] Form infe

3. Resource Reguest Number ]

REQUESTER
4. Order Use additional forms when requesting from & different source or vendor to flll request ()
Detailed Item Description; Vital ch brand, specs, experience, size, etc. Needed Date/Time (local 24 hr)
Estimated Cost

[
| | ) I Il )
i I I i | ]

Qty  Kind Type ltem Description Requested
[
[

5. Delivery/Reporting Location | |

6. Substitutes andior Suggested Sources

7. Requested by Name/Position | | 8 Prioty ® Low O Routine () URGENT

9. Section Chief Name for Approval | |

LOGISTICS
10. Logistics Order Number | |
11. Suppller Phone/Fax/Emall |
12. Name of Supplier | | 124 Point of Contact
13. Notes |
14. Name of Auth Logistics Rep | | 15.Daterime  [Ciick o Add Date/Time
16. Order Was Requested By [ Indicate Unit / Section or Person who is to get this order.
FINANCE

17. Reply/Comments from Finance
]

18. Finance Section Chief Name | 19. Date/Mime | Click for Date/Time ]

[Save Ic5213RR Data) [Submil [Reset Form | ICS21IRR ¥ 145

Figure C- 6. ICS 213RR Resource Request Message
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ACTIVITYLOG  (ics 214)

Load ICS 214 Data Fom

1. Incident Name: |

| To: |

3. Name: |

4. ICS Position:

15 Fome Ageo s U |

SIB. Mm

Home Agency and Unit

S | | | S S

7. Activity Log:  |Clear Activity Log

Date & Time (local 24 hr}

| Click for DateiTime

[Click for Date/Time

| Click for Date/Tima

[Click for DateiTime

| Click for DaterTime

[Cliek for Dato/Time

| Click for DateiTime

[Ciick for Date/Time

| Click for DaterTime

| Click for DatedTime

| Click for Date/Time

[Click for Date/Tima

1Chck lor Sale Tine -

[ Ciick for Date/Tima

[Click for DateTime

|Gk Kor. Dl T

| Glick for Date/Time

| Chick, for Date/Time

| Ciick Tor DatevTiema
| Click for Date/Tima

[Chck for Dafe/Teme

8. Prepared By |

[save IcS214 Data] [Submit] [Reset Form |

Ver 17.0

Figure C- 7. ICS 214 Activity Log
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Click to add an agency or group name

COMMUNICATIONS RESOURCE AVAILABILITY WORKSHEET (ICS217A) Frequency Band Description

v]

Load ICS217A Data Form Info

Work sheet Incident or Event Name Date/Time (optional) | Click to Add Date/Time

Paste Field Data Below irom a Spreadsheet

Channel Name/Trunked Radio
System Talkgroup

Mode A, D

# Channel Configuration or M

Eligible Users RX Freg Norw RX Tone/NAC TX Freq Nor'W TX Tone/NAC Remarks

20

The convention calls for frequency lists to show 4 digits after the decimal place, followed by either an N or a8 W, depending on whether the frequency is narrow or wide band. Mode A or D indicates analog or digital, M indicafing mixed mode. All channels are shown as if programmed in a control station, mobile or
poriable radio. Repeater and base siations must be programmed with the Rx and Tx reversed

Attach CSV data file to message? O ves @ No

[submif] | Save ICS217AData | [ResetForm|  [Export Data to GSV file| Vers 15.0

Figure C- 8. ICS 217A Communications Resource Availability Worksheet
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COMMUNICATIONS LOG ICs 309

Click to add agency or group

Form Info

Task #

Date/Time Prepared
Click to Add Date/Time

For Operational Period # | |

Task Name |

Operator Name |

Station ID

|| Express Sender | WA1RYQ

(CoadiCS%e0aia)  PAGE# [1 Track & ncrement yourpage s (ot 1)

Paste Data from a Spreadsheet =~ CLEAR Data

DATE/TIME

FROM

STATION ID

TO

SUBJECT

Click for Date/Time

Click for Date/Time
Click for Date/Time

R ————

| Click for Date/Time

[Click for DateTime

| Click for DatefTime

[Click for Date/Time

|Clu:k for Date/Time

Click for Date/Time
Click for Date/Time

Click for Date/Time
e
Click for Date/Time

Click for Date/Time
Click for Date/Time

Click for Datef/Time

Click for Date/Time

[ Click for DatefTime

[ Click for Date/Time

|C|u:k for Date/Time

Click for Date/Time
Click for Date/Time

Click for Date/Time
Click for Date/Time

L |

[ ]

(I I ————————————————.
e
@Q

|Clu:k for Date/Time

Click for Date/Time
Click for Date/Time

| Click for DatefTime

[ Click for Date/Time

[Click for DatefTime

[save 1CS308 Data] ~ [Submi

t| [Reset Form |

|Export Data to CSV file|

Ver 13.9

Figure C- 9. ICS 309 Communications Log
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FIELD SITUATION REPORT
ot ssn ey g Fomito
R e sy b et S5
PRECEDENCE: [RiReane  ~ |  DATETIME: [2023-1002 2048382 | oTaske[ |
T T —
INFO {CC) | P

Caf pgag or E-maids entered inio Ine TO o INFO fields above, can e muliDies se0araied By & SEmacion |

1. I8 thare &n EMERGENTILIFE SAFETY Need ' YES & NO

2 City [ | County | | State:[ | Termitory:| |
3 Latitude and de: LAT (27 ganee? | LOM |52 828333 | MGRS 1TRLL | Gnd [estou |
# your local Stuaton & LIFE CRITICAL, report wia 911 If 911 senices ane not 3vailable, 3 repomer mary' wse Bhis. foam, and mar M oo 5o
LEE CRTRAL e véorier aioli o Rt At il patviie e il oilel i sea )

LAT and LON are réquited bo map s Spetfiep. I enténng manually uie Decimal Degrée formal of rom an attached GPS dévice
By aefaar LAT LON a0 MGRS 10 ine center of 108 Jrid SQuiine Ushed i EXpress Seitngs

4a. POTS landlines functionng? O ¥ES O NO ® Unkmown - NA
[# 0. state peovider “
4b. VOIP [andiings unctioning? C YES O NO ® Uninown - NA

(o no, stale peoviger J
fa. Cell phone vouce calls functioning? O YES O NO @ Unknown - NiA

[0, siate provider, 2l
56 Cell phone texts functioning? O ¥YES O NO ® Unknown - MiA

[A no. state peovider. ]
& AWFM Broadcast Stations funclioning? O YES O NO ® Unknown - WA

[ no, provide broadcast stafion callsgniirequency thal is of-the-air |

Ta. OTATV functioning? O ¥ES O HO ® Unknown - s
[iF 5_szeniity T stanon ]
Tb. Satedte TV functioning? 0 ¥YES O HO @ Unknown - M8
+ [iTno. ste provider “
Te. Cabla TV functioning? O ¥ES O ND ® Unknown - Wia

it o, state provaser |

& Public Water Works functioning? O YES O NO ® Unknown - WA,

Ga . Commercial Power functioning? O YES 0 MO ® Unknown - WA,
[0 state peovider. |
G . Commearcial Powar Siabla? O YES ) MO- Brown kel m@l - WA

= ing. slale provider,

9c. Natural Gas Supply functioning?  © YES O NO ® Unknown - KA

it rr0, siate provioer |

10. Internet functoning? O ¥ES O HO ® Unknown - NiA,
[Eno, indicate Fiber/Cabie WirekcssSatelie, Sl provioer ]

11a. MOAA waather radio funclioning? O YES O NO ® Unknown - NiA
[idenlity NOAA Weather Rad Transmifier By Sequency, call sign of locabon |
110 NOAA weather radio audio degraded? O YES O NO @ Unknown - N
[identity NOAA Weather Radio Transmifier by Sequency, call sign of ikcation |

12, Addiional Commnents Boe! summay of cument Siaion - expeciod outage fimes, major sdsenvalions, efc

13. POC  |Font of Contact

[subm] [Save Fieis Siuation deia | [Reset Form] ‘ Nucaza

Figure C- 10. Field Situation Report
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Appendix D

D APPENDIX D - WINLINK TRAINING NETS

A list of active Winlink training nets is shown in Figure D- 1.

INFORMATION FORM Verss
W2ILT MOBILE COMMUNICATIONS UNIT

Event or Use Name

‘L\sl of Several Winlink Nets across North America ‘ Form Creation Date/Time |2021-2-28 10:52
Description or Form Information Winlink Express Sender |W2ILT

‘You should write and ask for Net specific instructions ‘

# [ Name or Location of Net || Primary send to contact || Genera info about Winiink Net, but see comments at bottom

1 [Northern California |INCALWLINKNET || sUNDAYS: calisign,first name, city, state, Mode, gateway, frequen I
2 [ Yamhill County, Oregon YCARES |lwrowo || SUNDAYS: calsign, mode, County, State |
3 | Georgia ARES Net || IexamaT | SUNDAY AFTERNOON: calisign, first name, city, county, state, mode |
4 {[Flordia Winiink Net || waakH | MONDAYS:Calisign, first name, city, state, mode \
5 [Clay Co ARES, Florida | kiauwe || MONDAYS: htp:/www.clayares orgiwp/ \
6 [Wiliamson Go. Tennessee |[wc4goc || MONDAYS: 06:00 to 18:00 callsign, first name, dity, state, mode \
7 [Greene Go. Ohio GGARES [ weLry || TuESDAY: Gall, first name, Gity, Gounty, ARES District, State, \
8 [Martland & DG Winlink Net | MDcAsEC ||2ND TUESDAY: call, first name, city, county, state, mode \
9 [Wisconsin ARES/RAGES | kBoMMC || TuESDAYS: call, first name, city, county, state \
10| El Paso Texas Winiink Net | NEsu || TuESDAYS: Call, first name, city, county, state, mode \
11| Mississippi ARES || wsDix, keEYZ || TuESDAYS: Call, first name, city, county, state, mode \
12| Ohio Winlink Net | eEAF || WEDNESDAY: Call, first name, city, county, state, mode \
13| Alberta Canada || vaemce || WEDNESDAY: Call, first name, city, county, state, mode \
14| St. Louis Missouri || xDoPMw || WEDNESDAY AFTER NOON ONLY! : Call, name; city, county, State I
15| Powhatan VA- PARC Winlink Net |[xwecs || WEDNESDAY: Call, first name, city, county, state, mode I
16| North Texas Winlink Net |[kFsvo | WEDNESDAY: Call, first name, city, county, state, mode I
17| West Valley ARC, Utah |[x2wve | WEDNESDAY: Call, first name, city, county, state, mode I
18 Hillsborough Co ARES, NH INF1L | WEDNESDAY: Call, first name, city, county, state, mode I
19| Austin Texas- Travis Co. ARES || xFsIHR || THURSDAY: Call, first name, city, county, state, mode I
20 AMERICAN RED CROSS REGIONAL || see Website for instructions || bttps://arc-emcomm-training groups.io/g/main I
| | | \
22| | | \
2| | | \
2| | | \
2| | | \
2| | | \
27| | | \
2| | | \
Gl | | \
Rl | | \

Senders Comments or Additional Information

“You should write and request specific instructions and form requirements for each net. Some require specific forms, some specify over RF
only. This list is intended as a starting point, and not exact instructions for the above Winlink nets. INTENDED FOR INFORMATION ONLY as
a starting point.

Figure D- 1. Winlink Training Nets
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E APPENDIX E - WINLINK TRAINING SCORE CARD
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WINLINK TRAINING SCORE CARD ASSIGNED TO:

Individual Name:

Call Sign:

Phone:

Email:
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E.1 WINLINK TRAINING SCORE CARD OVERVIEW

The Winlink Training Score Card has been created to document the performance criteria a

trainee must meet to be certified as a PinCo ACS Winlink Operator.

A separate Training Score card has been created for each of the skill sets defined in Section 3.

E.2 WINLINK SCORE CARD DESCRIPTION

Each training score card has five columns.

a. Task Description. This field describes a specific Winlink skill to be evaluated.
b. Req Code. This field defines the requirement code for the skill.
(1) R: Required

(2)
(3)

S: Strongly Recommended

Empty: Optional

c. Task Code. This field defines the operating environment under which the user

can complete the task. If multiple codes are listed, evaluation of the skill can be

completed in any one of the listed environments.

(1)

(2)
(3)

Code C: Task performed in a training or classroom setting. Examples
include seminars, workshops, and over-the-air training nets and drills.
Code E: Task performed during a full-scale exercise.

Code F: Task performed during a functional exercise.

(4) Code I: Task performed during an incident or event. Examples include
tropical storms; hurricanes; search and rescue operations; emergency or
non-emergency (planned or unplanned) events.

(5) Code T: Task performed during a tabletop exercise.

d. Completion Date. This field identifies the date that the task was completed.
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e. Evaluator Initials. This field is used by the Evaluator to certify that the individual

has successfully demonstrated a skill.
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TABLE E- I. Winlink Score Card - Basic Winlink VHF/UHF Communication Skills

REQ TASK | COMPLETION | EVALUATOR
TASK DESCRIPTION CODE CODE DATE INITIALS
Install the software required to support VHF/UHF Winlink R C EF,
communications I
Configure a VHF/UHF Winlink station that supports Packet and VARA FM R G Ii’ F,
; ; CEF,
Send and receive messages via Telnet R |
Send and receive messages via VHF/UHF RMS stations R C ﬁ’ F,
Add contacts and a Delivery Group to the Winlink address book R G ﬁ’ F,
Send and receive messages via VHF P2P RF Links R C ﬁ’ F,
Create, send, and receive messages using Winlink Standard Template Forms
WINLINK CHECK-IN R < E| F,
WINLINK CHECK-OUT R < El F,
RADIOGRAM R G El F,
Create Message Favorites C ﬁ’ F,
CEF,

Establish Message Acknowledgement Defaults
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TABLE E- Il. Winlink Score Card - Basic Winlink HF Communication Skills

REQ TASK | COMPLETION | EVALUATOR
TASK DESCRIPTION CODE CODE DATE INITIALS
Install the software required to support HF Winlink communications R G ﬁ’ F,
Configure an HF Winlink station that supports VARA HF and ARDOP R < Ii’ F,
: : : CEF,
Send and receive messages via HF RMS stations. R I
Send and receive VARA HF P2P messages using each VARA HF bandwidth setting.
500 Hz s | © El F,
2300 Hz R | © El F,
2750 Hz s < E| F,
CEF,

Create VARA HF P2P session favorites
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TABLE E- lll. Winlink Score Card - Deployment Ready VHF/UHF Communication Skills

REQ TASK | COMPLETION | EVALUATOR
TASK DESCRIPTION CODE CODE DATE INITIALS
Set-up an VHF Winlink station at a remote deployment site R E,F, I
Create an event specific personal folder within Winlink R < Ii’ F,
Create, send, and receive messages using ICS Template Forms
INCIDENT RADIO COMMUNICATIONS PLAN (ICS 205) R < El F,
CI EI FI
GENERAL MESSAGE (ICS 213) R |
GENERAL MESSAGE REPLAY (ICS 213 Reply) R G El F,
RESOURCE REQUEST MESSAGE (ICS 213RR) R G E| F,
ACTIVITY LOG (ICS 214) R G E| F,
COMMUNICATIONS RESOURCE AVAILABILITY WORKSHEET R C EF,
(ICS 217A) |
CI EI FI
COMMUNICATIONS LOG (ICS 309) R |
Create and send messages using Priority and Immediate precedence. R G ﬁ’ F,
Configure Winlink to annotate Priority, Inmediate, and Flash messages. R GEF
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TABLE E- lll. Winlink Score Card - Deployment Ready VHF/UHF Communication Skills

REQ TASK | COMPLETION | EVALUATOR
TASK DESCRIPTION CODE CODE DATE INITIALS
Send and receive messages using a Tactical Address R G ﬁ’ F,
. - CEF
Import Served Agency data into the Winlink computer R |
: : CEF,
Import, resize, send, and receive Photographs R |
Send an ICS Template-Based message form as a PDF using Telnet R < Ii’ F,
Create and send messages using Mapping- Geographical Information System (GIS) template forms.
CI EI FI
FIELD SITUATION REPORT R I
. . N . C EF,
Graphically display event specific Mapping-GIS message data. R |
TABLE E- IV. Winlink Score Card - Deployment Ready HF Communication Skills
REQ TASK | COMPLETION | EVALUATOR
TASK DESCRIPTION CODE CODE DATE INITIALS
Set-up a Winlink station that supports VHF/UHF and HF communications R EE |
at a remote deployment site. T
Send a GPS Position Report R GEF
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TABLE E- IV. Winlink Score Card - Deployment Ready HF Communication Skills

REQ TASK | COMPLETION | EVALUATOR
TASK DESCRIPTION CODE CODE DATE INITIALS
Use Winlink to obtain local weather and Winlink station location data R G ﬁ’ F,
Send and receive messages using the radio-only hybrid network R G ﬁ’ F,
TABLE E- V. Winlink Score Card — Advanced Winlink HF/VHF/UHF Communications Skills
REQ TASK | COMPLETION | EVALUATOR
TASK DESCRIPTION CODE CODE DATE INITIALS
Configure a VHF/UHF station to operate as a Winlink digipeater.
VARA FM Digipeater S < Ii' F,
P Cr EI FI
UZ7HO Packet FM Digipeater S |
Send Winlink messages to a VHF RMS via a Winlink digipeater. Receive messages from a VHF RMS via a Winlink digipeater.
VARA FM Digipeater s G El F,
- CEF,
UZ7HO Packet FM Digipeater S
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TABLE E- V. Winlink Score Card — Advanced Winlink HF/VHF/UHF Communications Skills

REQ TASK | COMPLETION | EVALUATOR
TASK DESCRIPTION CODE CODE DATE INITIALS
Send and receive P2P Winlink messages through a Winlink digipeater.
VARA FM Digipeater s G El F,
- CEF,
UZ7HO Packet FM Digipeater S |
Configure an HF Winlink station capable of supporting PACTOR® S C EF,
protocols. [
Send and receive Winlink messages via HF PACTOR® S C IT’ F,
H H H ™ H Cr EI FI
Configure a Winlink AREDN™ mesh station |
CI EI FI

Send and receive Winlink messages via AREDN™ mesh
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TABLE E- VI. Winlink Score Card — Drills, Events, and Incidents

Date

Name

Position

Brief Description of the Event or Incident
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TABLE E- VII. Winlink Score Card — Evaluator List

Evaluator

Name: Call Sign:
Phone: Initials:
Email: Date:
Evaluator

Name: Call Sign:
Phone: Initials:
Email: Date:
Evaluator

Name: Call Sign:
Phone: Initials:
Email Date:
Evaluator

Name: Call Sign:
Phone: Initials:
Email: Date:
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