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Mike Drake
WA1RYQ

Presenter
Presentation Notes
Good Evening everyone and welcome to the first of three on-line Winlink Training Sessions.



Zoom Settings

Mute – on/off Video – on/off Name – Call sign and First name

Right click on your current name
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Meeting is being recorded

Presenter
Presentation Notes
A Few administrative notes before we get started.Please ensure that you have updated your screen name to show your first name and call sign.During Presentation, Please remain muted unless you need to ask a question. On that point, please ask as many questions as you would like. This is an interactive training session and I’ll do my best to answer when I can. If I don’t know the answer, I’ll write it down, find the answer, and get back to you after tonight’s session.And finally, I am recording tonight’s meeting. If everything works out, I’ll post the video on our web site; however, as a minimum, the powerpoint slides will be available for you to review.



Agenda

• Introduction
• Winlink Overview and Installation
• Winlink Express Operation
• Digital Communications
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Introduction
Instructor

• Licensed since 1973
• Amateur Extra Class
• Army MARS

• 1973 - 1975
• Navy MARS

• 1977 – 1985
• Adak Alaska, Augsburg West Germany, Pensacola FL

• University of Florida
• Retired – E-Systems/ECI – Raytheon

• Systems Engineering – Communications, and Data Fusion Systems
• Training Officer – Pinellas ACS
2/2/2022 4

WA1RYQ@ARRL.net



Introduction
PACS Training Objectives

• Support Pinellas ACS Mission
• Augment Government communications during times of emergency when 

normal communication systems have sustained damaged, are being 
overtaxed, or backup radio operators are required.

• Tropical Storms and Hurricanes
• Non-Tropical Weather Events
• Public Safety Communication Emergencies
• Localized Emergencies
• Regional / National Emergency

2/2/2022 5
Hurricane Irma

Presenter
Presentation Notes
WHY DO WE DO TRAINING?Pinellas County Department of Emergency Management – Could ask us to activate.Non-Tropical Weather Events: Severe thunderstorms, flash floods, and tornadosPublic Safety Communications Emergency: The loss of internal or external communications, (phone or radio), in any facility that contributes to the public safety or welfare, (e.g., phone cable cuts, hospital PBX outages, etc.). An emergency can also be declared when backup communications are required due to the overloading of the communications in any public safety or welfare facility.Localized Emergencies: Industrial accidents, hazardous material spills, and major urban fires.Regional / National Emergency: widespread power outages 2021 Texas Power Failure – 4.5 million impactedcyber-attacksacts of terror2020 Christmas Day bombing in Nashville outside the ATT facility Cellular, wireline telephone, and internet were affected, as were multiple local 9-1-1 and non-emergency phone networks in the region, along with Nashville's COVID-19 community hotline and some hospital system. FAA had to ground flights from Nashville International Airport for about an hour.acts of war



Introduction
Winlink Training Objectives

• Develop minimum skills needed for digital deployments using Winlink
• Set-up and configure a Winlink station
• Create, send, and receive messages using Winlink Standard Template Forms 

• Internet 
• VHF/UHF radios

• Assumptions
• No previous Winlink experience is required.
• Computer with internet access
• Technician, General, Advanced, or Amateur Extra class Federal 

Communication Commission (FCC) License. 
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Presenter
Presentation Notes
What is The Purpose of Winlink Training?



Introduction
Pinellas County ACS/ARES® Winlink Training Plan

• Skills, Rationale, and Training Approach
• Five Winlink Skills Sets Defined

• Basic Winlink VHF/UHF Communication Skills
• Basic Winlink HF Communication Skills
• Deployment Ready VHF/UHF Communication Skills
• Deployment Ready HF Communication Skills
• Advanced HF/VHF/UHF Communication Skills

• Web Site References 

• Located on PACS Website:
• https://www.pcacs.org/training/training-documents/winlink-training/
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Presenter
Presentation Notes
BasicInstall the software required to support VHF/UHF Winlink communications.Configure a VHF/UHF Winlink station that supports Packet and VARA Frequency Modulation (FM).Send and receive messages via Telnet.Send and receive messages via VHF/UHF Radio Message Server (RMS) stationsDeployment ReadyCreate, send, and receive messages using Incident Command System (ICS) template formsCreate and send messages using Priority and Immediate precedence.Send and receive messages using a tactical address.Import, resize, send, and receive photographsGraphically display event specific Mapping-GIS message dataWeb Site References – Discussion Groups, Training material websites, software download sites, Winlink reference material, FEMA documentation and forms, etc.

https://www.pcacs.org/training/training-documents/winlink-training/


Agenda

• Introduction
• Winlink Overview and Installation
• Winlink Express Operation
• Digital Communications

2/2/2022 8



Winlink Overview
Description

“Winlink is a network of amateur radio and authorized government-
licensed stations that provides worldwide radio email using radio 
pathways where the internet is not present. The system is built, 
operated and administered entirely by licensed "Ham" volunteers. It 
supports email with attachments, position reporting, weather and 
information bulletins, and is well-known for its role in interoperable 
emergency and disaster relief communications. It is capable of 
operating completely without the internet--automatically--using smart-
network radio relays.”

2/2/2022 9Source material: Winlink Website, Amateur Radio Safety Foundation, Inc.



Winlink Overview
Description

• Reliability, Accuracy and Flexibility
• High reliability (99.99% availability for 15 years)
• 100% accurate message transmissions. 
• Radio connection bridge to Internet e-mail
• Radio-only store and forward without Internet
• Peer-to-peer connections between radio end-users

• Interoperability: Connect different types of systems
• Bridge different radio capabilities (VHF/UHF/HF) 
• Bridge protocols: Pactor, ARDOP, Packet, VARA FM, VARA HF

• Geographical dispersion and redundancy for reliability

2/2/2022 10Source material: “Winlink email network” by Phil Sherrod, W4PHS

Presenter
Presentation Notes
Elaborate on Previous DescriptionFEC - Forward Error Correction, ARQ - Automatic Repeat Request ARDOP	- Amateur Radio Digital Open Protocol
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Winlink Overview
Stations Located Worldwide



Winlink Overview
Description

• Standard e-mail format with many features
• Standard NIMS ICS Forms embedded within program
• Binary file attachments (pictures, PDF, spreadsheets)
• Automatic message compression/decompression
• Whitelist used to control SPAM

• Time independence and frequency agility
• Stores messages for pickup at a later time
• Good operation at most power levels
• Not limited by station-to-station propagation
• Automatic message logging and ICS report generation

2/2/2022 12Source material: “Winlink email network” by Phil Sherrod, W4PHS

Presenter
Presentation Notes
National Incident Management SystemIncident Command System



Weather and Information Bulletins Position Reports
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Winlink Overview
Description

Presenter
Presentation Notes
30 closest stations



Winlink Overview
Description

• Wide adoption by EmComm related agencies
• Amateur Radio Emergency Services (ARRL ARES)
• Military Auxiliary Radio System (DOD/MARS)
• Radio Amateur Civil Emergency Services (RACES)
• National American Red Cross (ARC)
• Southern Baptist Disaster Relief
• Salvation Army
• US Coast Guard
• SHARES
• Many Federal, state and local government agencies, world-wide

2/2/2022 14Source material: Amateur Radio Safety Foundation, Inc

Presenter
Presentation Notes
SHAred RESources (SHARES) High Frequency (HF) Radio Program - the National Coordinating Center for Communications (NCC), a division of CISA Central
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Winlink Overview
System Architecture

ARDOP - Amateur Radio Digital Open Protocol
CMS - Common Message Server
RMS - Radio Message Server

Internet

CMS

External E-mail

VHF RMS HF RMS

CMS

Winlink Telnet Station

Winlink Client

Winlink Client

Winlink Client

Winlink Client

Winlink Client

ARDOP, VARA HF, 
PACTOR

ARDOP, VARA HF, 
PACTOR

ARDOP, 
VARA HF, 
PACTOR

PACKET, VARA FM

PACKET, 
VARA FM

PACKET, 
VARA FM

Presenter
Presentation Notes
Telnet is an application protocol used on the Internet or local area network to provide a bidirectional interactive text-oriented communication facility using a virtual terminal connection.
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Winlink Overview
System Architecture

ARDOP - Amateur Radio Digital Open Protocol
CMS - Common Message Server
RMS - Radio Message Server

Internet

CMS

External E-mail

VHF RMS HF RMS

CMS

Winlink Telnet Station

Winlink Client

Winlink Client

Winlink Client

Winlink Client

Winlink Client

ARDOP, VARA HF, 
PACTOR

ARDOP, VARA HF, 
PACTOR

ARDOP, 
VARA HF, 
PACTOR

PACKET, VARA FM

PACKET, 
VARA FM

PACKET, 
VARA FM

Common Message Server (CMS)
• Winlink Email Server
• Redundant Locations
• Hosted by Amazon Web Services (AWS)
• Realtime Backups between servers
• Automatic switchover is primary Server fails 
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Winlink Overview
System Architecture

ARDOP - Amateur Radio Digital Open Protocol
CMS - Common Message Server
RMS - Radio Message Server

Internet

CMS

External E-mail

VHF RMS HF RMS

CMS

Winlink Telnet Station

Winlink Client

Winlink Client

Winlink Client

Winlink Client

Winlink Client

ARDOP, VARA HF, 
PACTOR

ARDOP, VARA HF, 
PACTOR

ARDOP, 
VARA HF, 
PACTOR

PACKET, VARA FM

PACKET, 
VARA FM

PACKET, 
VARA FM

Radio Message Server (RMS)
• Gateway Station used to connect Winlink Radio 

Clients with Winlink CMS via internet
• VHF/UHF and HF Stations
• Can be configured as a standalone Hub during 

internet failures
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Winlink Overview
System Architecture

ARDOP - Amateur Radio Digital Open Protocol
CMS - Common Message Server
RMS - Radio Message Server

Internet

CMS

External E-mail

VHF RMS HF RMS

CMS

Winlink Telnet Station

Winlink Client

Winlink Client

Winlink Client

Winlink Client

Winlink Client

ARDOP, VARA HF, 
PACTOR

ARDOP, VARA HF, 
PACTOR

ARDOP, 
VARA HF, 
PACTOR

PACKET, VARA FM

PACKET, 
VARA FM

PACKET, 
VARA FM

Winlink Client
• Individual Winlink User
• Winlink Express Computer Program
• Telnet
• VHF/UHF – Packet, VARA FM
• HF – ARDOP, VARA HF, Pactor



Winlink Express Installation
Program Download

• Go to Winlink Web site and Download software

2/2/2022 19

https://www.winlink.org/
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Winlink Express Installation
Program Download

Unzip the Downloaded File

Run the file



Winlink Express Installation

• Warning Pop-up may be displayed
• Safe if file has been downloaded from Winlink.org

• Follow directions and install in default locations
• Recommend Desktop shortcut

• Run Winlink

2/2/2022 21



2/2/2022 22

Winlink Express Installation
Account Set-up

Required Fields
• My Callsign
• My Password (Case Sensitive)
• Password Recovery e-mail
• My Grid Square
• Service Codes

Winlink Account must be created within the Winlink Program

Optional Fields
• Contact Information
• Program Options
• Registration Key

Click the Update Button

Presenter
Presentation Notes
Contact Information: Please provide your name, address and external (not Winlink) e-mail address so the Winlink Team can contact you.  This information is not required, but it is very useful to help maintain the smooth operation of the system.Warn about connections to stations holding messages  Check this box to enable the display of a warning box if you connect to a RMS that is holding messages rather than forwarding them immediately to a CMS.  Normally, when you connect to a RMS the RMS either forwards your connection directly to a CMS or refuses your connection with a message saying a connection to a CMS could not be established.  If a RMS is running the RMS Relay program and RMS Relay is set to store messages in a local database or RMS Relay is set to hold messages locally until a connection to a CMS is available, then a warning box will be displayed letting you know that any messages you send through it will be held on the RMS rather than being sent to a CMS.  There are options on the warning box to allow you to continue the connection to the RMS or terminate the connection.Recalculate HF Path Quality if SFI changes more than -- If the Solar Flux Index (SFI) changes more than the specified value, Winlink Express will recompute the HF propagation estimates the next time the HF Channel Selection screen is entered.  You can increase this value to reduce the frequency of propagation recalculations.  Note: To increase the speed of propagation calculations, set your anti-virus software so it does not scan the path where the ITSHFBC program is installed.  Normally, this is C:\itshfbc\.  In particular, make sure it doesn't scan C:\itshfbc\run\.



Winlink Express Installation
Registration

• Registration to your callsign is voluntary
• Supports Winlink system and all ARSFI projects
• Program will periodically display a registration 

reminder screen.
• You can click a button to be reminded later and continue 

use the program without registering.
• If you register your callsign (Approximately $24)

• You will receive a hexadecimal key linked to your call sign 
• Enter key on the setup screen
• Once your registration key has been entered, the 

registration reminder will not display.

2/2/2022 23
ARSFI - Amateur Radio Safety Foundation Inc.



Agenda

• Winlink Overview and Installation
• Winlink Express Operation
• Digital Communications
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Winlink Express Operation
Create and Send a Message via Telnet

New Message

Reply to Message
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Winlink Express Operation
Create and Send a Message via Telnet

Enter a callsign or 
internet Email Address

Enter your message

KJ4RUS
WA1RYQ@ARRL.NET
Testing my new Winlink Account

Good Afternoon Clayton! Just testing my new Winlink Account. Please let me know if you receive this message.

Thanks!

Enter a message Subject

Once the message is complete,
Click the Update Button

CAUTION
• Message content must conform to FCC 

Part 97 Rules!
• Message Content – No Privacy
• Third Party Traffic
• Business Content
• Obscene Content
• Encryption 
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Winlink Express Operation
Create and Send a Message via Telnet

Step 1: Winlink Session Type
Select “Telnet Winlink”

Step 2: Open Winlink Session

One Message in the Outbox
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Winlink Express Operation
Create and Send a Message via Telnet

Step 3: Depress the Start
Button

Step 4: Depress the Exit
Button

Message has been Sent!



Agenda

• Winlink Overview and Installation
• Winlink Express Operation
• Digital Communications
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Digital Communications
Functional Description

Computer 
(Terminal)

Terminal Node 
Controller Sound Card Transceiver

Computer (Terminal)
• Data Input/Output Device
• Controls the operation of the TNC
• Winlink Application resides here

Presenter
Presentation Notes
ARQ – Automatic Repeat Request
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Digital Communications
Functional Description

Terminal Node Controller
• Implements Communications Protocol

• Packet (AX.25), Pactor, ARDOP, VARA
• Formats data for transmission

• Headers, Compression, Encoding, etc.
• Decodes receive data

Computer 
(Terminal)

Terminal Node 
Controller Sound Card Transceiver

ARDOP - Amateur Radio Digital Open Protocol

Presenter
Presentation Notes
ARQ – Automatic Repeat Request
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Digital Communications
Functional Description

Sound Card
• Converts Digital information from TNC into 

Audio signal for transmission
• Generates Transmitter keying signal for 

Transceiver
• Converts Audio data from Transceiver into 

Digital Information for the TNC

Computer 
(Terminal)

Terminal Node 
Controller Sound Card Transceiver

Presenter
Presentation Notes
ARQ – Automatic Repeat Request
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Digital Communications
Functional Description

Transceiver
• Transmits the audio data received from 

the sound card
• Receives data and sends audio to the 

sound card

Computer 
(Terminal)

Terminal Node 
Controller Sound Card Transceiver

Presenter
Presentation Notes
ARQ – Automatic Repeat Request
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• Dumb Terminal / Microcomputer
• Input and display unit
• No application-based computing capability
• Command line control of TNC

• Terminal Node Controller
• Dedicated Hardware
• Manages all aspects of Packet data exchange
• Packet Assembler/Disassembler

Digital Communications
Functional Description – Development History

Kantronics Modem

AX.25 Protocol

Sound Card

APRS

Transceiver
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Computer Technology

• Improved Processing Power Supports new 
Application Software

Digital Communications
Functional Description – Development History

Computer Kantronics Modem

AX.25 Protocol

Sound Card

APRS

SCS Pactor Modem

AX.25 Protocol Sound Card

APRS

PACTOR 1,2,3,4

Transceiver

Application SW

APRSIS32

WINLINK

Pactor Modem Technology

• Advanced Microprocessors and DSPs 
enable development of new high-
speed Communications protocols
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Digital Communications
Functional Description – Development History

Virtual TNC’s

UZ7HO
AX.25 Protocol

VARA HF

VARA FM

Computer

Application SW

APRSIS32

WINLINK

VARA CHAT

SCS Pactor Modem

AX.25 Protocol Sound Card

APRS

PACTOR 1,2,3,4

Transceiver

Sound Card

Computer Technology

• Improved Processing Power Supports new 
Application Software

• Speed and performance now enable software to 
take over TNC functions that previously required 
dedicated hardware

• Virtual TNCs – Low or no cost to user

Pactor Modem Technology
• Proprietary to SCS
• No Plans to implement Virtual TNC
• Expensive 

Presenter
Presentation Notes
New Packet Modem will cost $200 to $400 dollars depending on features
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Digital Communications
Implementation

Virtual TNC’s

UZ7HO
AX.25 Protocol

VARA HF

VARA FM

Computer

Application SW

APRSIS32

WINLINK

VARA CHAT

Transceiver

Sound Card

Sound Card Implementation

• Internal – Imbedded with Transceiver
• External – Transceiver Interface via Mic and Speaker 

• External – Transceiver Data Port

Computer Technology

• Improved Processing Power Supports new 
Application Software

• Speed and performance now enable software to 
take over TNC functions that previously required 
dedicated hardware

• Virtual TNCs – Low or no cost to user
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Digital Communications
Implementation – Internal Sound Card

Virtual TNC’s

UZ7HO
AX.25 Protocol

VARA HF

VARA FM

Computer

Application SW

APRSIS32

WINLINK

VARA CHAT

Transceiver

Sound Card

Internal Sound Card

• Simple Implementation
• No Additional Hardware Required

• Direct connection between computer and Transceiver

• Transmitter Push-to-Talk (PTT) via Computer Interface
• No reconfiguration required when switching between 

digital and voice modes
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Digital Communications
Implementation – Internal Sound Card

Virtual TNC’s

UZ7HO
AX.25 Protocol

VARA HF

VARA FM

Computer

Application SW

APRSIS32

WINLINK

VARA CHAT

Transceiver

Sound Card

Application SW

Digital 
Master 780

WSJT-X

FLDIGI

BPSK31, MT63, RTTY, Olivia, 
Contestia, FT4, FT8, JT65, WSPR, etc.

Internal Sound Card

• Simple Implementation
• No Additional Hardware Required

• Direct connection between computer and Transceiver

• Transmitter Push-to-Talk (PTT) via Computer Interface
• No reconfiguration required when switching between 

digital and voice modes

WSPR - Weak Signal Propagation Reporter

Presenter
Presentation Notes
HRD – Ham Radio Deluxe
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Digital Communications
Implementation – External Sound Cards

Tigertronics SignaLinkTM USB

• Transformer Isolation
• Easy to Configure

• Hardware and Radio Cable Less than $150

• Connects to Radio Data Port or Mic/Speaker
• Newer Design Support VARA Wide Masters Communications

• DRA Series (DRA-50 Shown)
• Purchased as a kit or prebuilt and tested
• Kit and Case $70; Assembled, Tested, with Case $100

• Wide Audio Range support VARA Wide
• HeartBeat monitor to prevent stuck PTT
• Best suited for connection to radio data port

Many Options Available

Repeater Builder RIM-Lite V2

• Hardware approximately $60
• Connects to Radio Data Port or Mic/Speaker

• Newer Design Support VARA Wide
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Digital Communications
Implementation – External – Mic and Speaker Connection

A/D
USB 

Interface

D/A

Micro-
controller

(VOX)

SignaLinkTM USB

CODECVirtual 
TNC’s

Computer
Application 

SW
External 
Speaker 
Output

External 
Microphone

Input

External 
Microphone

PTT Input

Transceiver

Mic / Speaker Connection
• Straight Forward Implementation
• Disadvantage

• Cable reconfiguration required when 
transitioning between voice and digital 
modes.

• Support for VARA Narrow only

CODEC - Coder/Decoder
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Digital Communications
Implementation – External – Mic and Speaker Connection

A/D
USB 

Interface

D/A

Micro-
controller

(VOX)

SignaLinkTM USB

CODECVirtual 
TNC’s

Computer
Application 

SW
External 
Speaker 
Output

External 
Microphone

Input

External 
Microphone

PTT Input

Transceiver

Application SW

Digital 
Master 780

WSJT-X

FLDIGI

CODEC - Coder/Decoder

Presenter
Presentation Notes
Signalink approximately $150 with cable.
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Digital Communications
Implementation – External – Radio Data Port

Virtual 
TNC’s

Computer
Application 

SW

A/D
USB 

Interface

D/A

Micro-
controller

Sound Modem (DRA-50)

CODEC

Data Port

PTT Signal (PKS)

9600 bps
Rx Data (PR9)

1200 bps
Rx Data (PR1)

1200 or 9600 bps
Tx Data (PKD)

Transceiver

Kenwood
TM-D710GARadio Data Port Connection

• Straight Forward Implementation
• No Reconfiguration required when switching 

between digital and voice modes

• Support for High-Speed VARA Wide Modes

Presenter
Presentation Notes
DRA-50 – Kit Approximately $70; Fully assembled, tested, and in a case for approximately $100.
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Digital Communications
Functional Description – External Sound Card

Data Port

PTT Signal (PKS)

A/D
USB 

Interface

D/A

Micro-
controller

Sound Modem
(DRA-50)

Pre-Emphasis Modulator

Discriminator

MPU

De-Emphasis
CTCSS Filter

9600 bps Tx Data

Switch Switch

Kenwood TM-D710GA

9600 bps
Rx Data (PR9)

1200 bps
Rx Data (PR1)

1200 or 9600 bps
Tx Data (PKD)

Computer
CODEC

Speaker Volume Control

ALC MIC

A/D - Analog to Digital Converter
ALC - Automatic Level Control
BPS - Bits per second
CODEC - Coder-Decode
CTCSS    - Continuous Tone Coded Squelch Sys

D/A - Digital to Analog Converter
MPU - Microprocessor Unit
PTT - Push to Talk
TNC - Terminal Control Unit
USB - Universal Serial Bus

Virtual 
TNC’s

Application 
SW



Conclusion
Next Training Session

• Description of Winlink RF Protocols
• Packet, ARDOP, VARA

• Installation and Configuration of Virtual TNC Software
• Packet (UZ7HO)
• VARA FM
• VARA HF
• VARA Chat

2/2/2022 45



Back-up
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